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Keep your dependencies in check

GOTO Copenhagen - Oct 2, 2023
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Friends: How did you write this
code so beautifully ?
Me(Proudly):
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INFOSEC GETTING
READY,FOR THE HOLIDAYS
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WELLITS
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WEHAVE'HAD ONECVEVES
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BUT WHAT ABOUT,A SECOND LOG4) CVE?
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CANTT HAVE VULNERABLE DEPENDENCIES

IF YOU,DON'T USE DEPENDENCIES

ip.com
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Selecting dependencies
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Selecting dependencies
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Log4j download dashboard

log4] Latest Statistics

249,556,989 23 7

Tetal Downloads Snce Dec 10, 2021 Vulheablk Downloads Lest 7 Days

7 tal downioads

https://www.sonatype.com/resources/log4j-vulnerability-resource-center @Maritvan Dl'jk77



https://www.sonatype.com/resources/log4j-vulnerability-resource-center

Find information




Dependency information

QOsonatype | oo ! N Quick Stals ) sittub

https://search.maven.org/ @MaritvanDijk77



https://search.maven.org/

Dependency information

Welcome!

-

Or February 23, 2023, we started redirecting users fram search.maven.org ta central snnatype.com.
Launched in September of 2022, central sonatype.com provides the main functionality of
search.maven.org with enhanced search results, including security vulnerability and software quality

informatian

fyou discover functionality that's missing or have suggestions for things 1o add, we'd love to hear

frum you,|so create an Improvement Issue in the NVNCENTRAL p’(:jp('l]

Click here to ga back to search.maven org, and we won't redirect you back here

For more detalls on this change, please see this FAC on central senatyoe, org.

https://central.sonatype.com/ @MaritvanDijk77



https://central.sonatype.com/

Dependency information

Qsonatype | maven central repesitory APIDoC  Help & e Sign In

Find OSS Components

As stewards of Central for nearly 20 years and invantors of bath software supply chain management

and Nexus Repository, Scnatype knows that the integrity of your build is critical,

Advanced Ootians

https://central.sonatype.com/ @MaritvanDijk77



https://central.sonatype.com/

Dependency information

P . . -
Osonalype Quich Stats O tHu
comsasienrl Jacksor core: ackso Cmatinet 2. 4.2 xXQ
som.fastenaml jaokson.oorctjockson databind: ¥ 1% 2 N 2 View on €05 Mndac Crovac [ Cewnboaca &
ehson-daieling , Apacha Maven IO
General data-bndng fencibnally 107 Jacksor: ADks 01 Ce stesiming AR ) )
Lecenses The Aceche Soltmare Licenae
Heorre page hiine Jot Foh comfFactec YAN i
Sourcecode  Mins gl hun comvRase XML R0 - catakind

Inception year 2008

== ocm fasterkml jackson.2oresjockson databind D ' G-adls Greovy DSL [u]
‘ G-adls Ketlin DSL D
;b Scaka SB™ 0

https://search.maven.org/artifact/com.fasterxml.jackson.core/jackson-databind/2.15.2/jar @ Maritvan Dijk77


https://search.maven.org/artifact/com.fasterxml.jackson.core/jackson-databind/2.15.2/jar

Dependency information

osonatypf_‘ [ maven ciriral repoatery

jackson-databind = -

W Used in 41518 components

phgrravenicom fasterxml jachson, corafjachson-catabindi.15.2 -

overview versions JEpenoerts Lependenoes

Overviewn

Ganeral da@a-binding functionaity for Jacksen: wores on Cere streamring API

Snipoets Apectes 14

v

v}

~depordenay>
<groupid>con.fasterxnl.jacksen.core</grcupic>
<artifactid>jackson-catadind</artifactlc>
“sermion~ 18, 27 Jvaraions

</jocpenceacy>

NMeven POM File

https://central.sonatype.com/artifact/com.fasterxml.jackson.core/jackson-databind

® Cupy w cipbosrd

(® Copy to cipboard

(0 Sonatype Safaty Rating

AN agrregate rzring dedgned In "eprisent A

project’s readiness aga Nt wwineabslities

5 outariu

How did we getthis score? (4

0 05SIndex Ne vulnerablites View €

Metadota

@ 4 nonths ago
B Licestes

The Aoache foftware Loense, versior 2.0

ind @MaritvanDijk77


https://central.sonatype.com/artifact/com.fasterxml.jackson.core/jackson-databind

Dependency information

J Sonatype OSS INDEX Search Ecosystems Integrations Documentation Who is Sornatype! Reporta Vulnerability

< Back to Component Details

74 jackson-databind

com.fasterxml jackson.core

version 2.15.2 @ Report advisory or correction

Vulnerabilities

Ihis versicn of jackson-databind has no known vulnerabilities! #

@MaritvanDijk77



Dependency information

_Jsonatype OSS INDEX Search Ecosysterms sgrations Documentation Who is Sorztype? Reporta Vulnerability

¢ Back to Component Details

V' jackson-databind

com.fasterxml jackson.core

version 2.12.7 @ Report advisory or correction
Vulnerabilities
2 HIGH

@MaritvanDijk77



Dependency information

Package Search

Searct for any Java or Kothin ibrary and get back relevan infornation

to help you decsde which one cuits you best!

Repositories

: @MaritvanDijk77



https://package-search.jetbrains.com/

Dependency information

Find o package...

- ~ Y ) )
Q | | Allpackages | Kotlin Multiplatfeor
SNeeeee—

jackson-databind

oom f3sterdm sckson core!

ackzan~databind

2.15.1

a1

Viay 17 2023

~pachalicansa 21
1y
vm

Tatu Saloranty,
Christopher Currie, “aul Erown

Fackage homenage on GriHubE

Sourca code

nfomsoen Madme  Versior:

About package

Gensral cata-binding ‘uncticna ity for .

~d

The peckage iz on GitHUS, it has 2 313 5%

ac«<san: works cn care streaming AF

Add the package to your project

degendency

scopesconplile</scope

qreupld-com. fasterxnl. jackson. care/qrausld

artifactld=jackson-databind- artifactld

version-2.13.3</version

degendency

rs, 168 wasckors ond s bzen for

ked !

204 times,
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https://package-search.jetbrains.com/

Dependency information

Get IntelliJ IDEA

o N
I 8 pAcLage... Q. ( Allpackages | <otin Multiplstionm
s /

jackson-databind

comJdasteamljackseacore Infcrmatio Readne  Versions
ac«<scn-datebind

2161 Fi-d 4 verszn Stalle

-~ e
o

m

o Varsion Repositones Last Updated w Stable
May 17, 2023 s P

care, [askzo-dstabine 215 Mzezn Ce

214.2 heosn Cenlral Jan 28, 2023
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Iatu Saloranta,
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Pzckzge homepage on GitHub 214.0-¢h Meeen Central QuL 28, 2022 - @ Maritvan Dij'k77
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https://package-search.jetbrains.com/

Dependency information

= 0 FasterXML | jackson-databind

Q, Type /|to search

<> Code () Issues 477 Il Pullrequests 25 U Discussions &) Actiens B Projecls I wiki 0] Security 27 Insights

" jackson-databind rubic

¥ 216 ~ B 27 vranches 0 187 Lags Goto file
ﬁ' cowtowncoder A further tweak to handle a corner case of #3647/ 01 « p2eb2ac
M .github Bump actions/checkout from 4.0.0 ta 4.1.0 {#4126)

B vnferapper Merge branch '2.157 inte 2.16

M sttic Clean up attic...

W dacs Add javadec redirects

M release-notes Update releasa notes wrt #3647 fix

Il sre A further tweak to handle a comer case of #3647

[9 .gitattributes Merge branch '2.7' into 2.8

3 .gitignere minor igneral cleanup

[%  LICENSE Add full LICENSE at main level [backoort from mastear)

https://github.com/

(2 Sponsar & Watch 167 -

S hours ago M 7,209 commits

5 days ago

3 months ago
S months ago
8 months ago
8 hours ago

B hours ago

7 years ago

B years ago

3 years ago

%Y Fork 1.3k v 7 Star 3.4k v

About

General data-hinding package for
Jackson (2.x): works on streaming API
(core) implementation(s)

Json Jackson hacktobertast

jackson-databind

0 Readme

R Apache-2.0 license
5 Security policy

‘v Activity

¥7 3.4k stars

& 167 watching

¥ 1.3k forks

Report repository

@MaritvanDijk77


https://github.com/

Dependency information

= O FasterXML [ jackson-databind

<> Code () Issues 477 Il Pull requests

Pulse

Contributers
Community Standards
Commits

Code freguency
Dependency graph
Netwaork

Forks

https://github.com/

26

Q Typel/|to search > +~ O N

) Discussions () Actions T Projects [ Wiki ) Security | |2 Insights

September 24, 2023 - October 1,2023

Overview

e
9 Actve pull requests
-8 11
Merged pull requests Open pull request

Excluding merges, 4 authors have pushed 19 commits 1o
2.16 and 24 commits to zll branches. On 2.16, 23 files have
changed and there have been 755 additions and

77 deletions.

Period; 1 week ~

7 Active lssues

©7 o
Closad issues New Issues

o

| -
v BE

}= 8 Pull requests merged by 4 people

@MaritvanDijk77


https://github.com/

Dependency information

<) Code (5) Issues a7 11 Pulirequests 25 () Discussions () Actons [ Projects [0 Wiki @ Securty | Insiahts

puise Dec 18, 2011 - Oct 1, 2023 Contritsions: Comits

Contributors
Contributions tc 2,16, excluding merge commits and bot accounts

Community Standards

Commits
Code treqiency 20
Dependency gragh
Natwork 10
FOf(S E { 14 1 1 4 10 119 1 ) o1 ¥t )
] L - 1 v
%‘ cowtowncoder " JooHyukKim 2
£146 commits 9124078 ++ 220156 - 82 commits 7176) ++ 907 --
40 40
| 20 20
h“MhuthM -
012 2015 2018 2021 2012 2015 2018 2021

https://github.com/ @MaritvanDijk77



https://github.com/

IF WE GOT MORE PEOPLE INVOLVED IN OPEN SOURGE

THAT WOULD BE GREAT

@MaritvanDijk77



https://maritvandijk.com/presentations/collaborating-on-open-source-software/

Maintain dependencies

@MaritvanDijk77




Maven

« Overview of dependencies: ‘mvn dependency:tree

marit.van.dijk@NVCEO250 FitnessTracker ¥ ./mvnw dependency:tres2

|
|
|
|
|
|
|
[
|
|
|
|
[
|
|
[
[

Scanning for projeccts...

(default-cli) (@
com.maritvandiijk:Fitnessliracker:war:1.0-SNAPSHOT

+- org.springframework:spring-webmvc:jar:4.3.5.RELEASE: compile
+- arg.springframework:spring-aop:jar:4.3.5.RELEASE:compile
org. springfranevork. spring-beans:jar:4.3.5.RELEASE .compile
grg.springfranework:spring-context:jar:4.3.5.RELEASE:conpile2
org.springfranework:spring-core:jar:4.3.5 . RELEASE: compile
\- commons-logging:commons-logging:jar:1.2:compile

org.springfranework:spring-expression:jar:4.3.5.RELEASE:compile

]
]
]
]
]
]
]
]
] +- junit:junit:jar:3.8.1:compile
]
]
]
]
]
]
]
]

grg.springframewvork.spring-web:jar:4.5.5.RELEASE:compile

Maven

@MaritvanDijk77



Maven

Maven

e Check for updates: ‘'mvn versions:display-dependency-updates

marit.van.dijk@ENVCOO260 FitneossTracker % mvn versions:display-dependency-updates

|
[
|
|
|
[
|
|
|
[
|
|
|
|
|
|
|
|
[
[
|

Scanning for projects...

<
Building FitnessTracker 1.0-SNAPSHOT

(default-cli)
The following dependencies in Dependencies have newer versions:
caom.fasTerxml . jacksan.care:jackson-annntations el Al
com.fasterxml, jackson.core: jackson-core 2.9, 2 2.15.
cam.fasterxml.jackson.core:jackson-databind fale > 2.15.2
cam.thoughtworks. . xstream:xstream . ................... 1.&4.18 ->» 1.4.20
javax.serviet:servliet-apl ..... .. i ceceennnssssseess 2.9 => J.8-alpha-1
JUNRE TJUNLE s aaaaannnnnsesssdassaaaaannsnndddsssadds Sabad = 4.15.2
arqg.hibernate:hibernate-validator L.2.0. > 8.8.8.Final
Lspringframesork:spgring-oxm

g.springframeanrk:spring webmve L.3.5.RELEAS > 6.0.9

@MaritvanDijk77



Maven

e Check for u

na

[
[
[
[
[
[
[
[
[
[
L
[
[
L
[
[
L
[
[
L
[

Maven

odates: ‘'mvn versions:display-dependency-updates’

i1t.van.dilkANVCEE260 FitnessTracker ¥ ./mvnw versions:display~-dependency-uvpdales

] Scanning for projects...

(default-eli)

The following dependencies in Dependencies have newer versions:

com, fasterxml.jackson.core:jackson-annotations . Al > 2.15.0

com. fasterxml . jackson.core:jackson-core . ............. 2.9.7 2.15.0

com. fasterxrl.jackson.core:jackson-databind .......... 2.9. > 2.15.0

com. thovghtworks.xstream:xstream
javax.serviet:serviet api
junit:junit

org. hibernate:hibernate-validator
org.springframework:spring axe

org. springframework:spring-webmve

.4.20

d-alpha- 1

-3 4.13.2

.0.Final -> £.8.68.Final
4.3.5.RELEASE > 6.0.8
4.3.5.RELEASE -> 6.0.8

|d

@MaritvanDijk77



Maven
Maven

e An Iyze dependencies: mvn dependency analyze‘

(default-cli) @

~—*Q.)

Used vndeclared dependencies found:
org.springframework:spring-beans:jar:4.3.5.RELEASE :compile
org.springframewdrk:spring-web:jar:4.5.5.RELEASE compile
javax.velidation:validation-gpi:jar:1.2.9.6GA:compile
org.springframework:spring-context:jar:4.3.5 . RELEASE:compile

Unused declared deu:wJenuies found
junit:junit:jar:3.8.1:compile
org.spr1rgframewnh<t:pr1ng-uphnun:jart&.ﬂ.h RELEASE :compile
javax.servlet:servliet-api:jar:2.5:provided
javax.servliet:jstl:jar:1.2:provided
com.fasterxml.Jjackson.core:jackson-core:jar:2.9.7:compile
com.fasterxml.jackson.core:jaeckson annotations:jer:2.9.7:com3ilc
com. fasterxml.jackson.core:jackson-datadind:jar:2.9.7:compila
com. thoughtworks.xstream: xstrean:jar:1.4.10.compile

.springframework:spring-oxm:jar:4.3.5.RELEASE :compile

@MaritvanDijk77
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ﬁ Gradle

Gradle

« Overview of dependencies: "./gradlew dependencies’

org.springframework.bool.:spring-bootl-starter-cache -> 3.1.0

org.springframework.boot:spring-boot-starter:3.1.0
org.springframework.boot:spring-boot:3.1.9
org.springframcwork:spring-corec:6.0.92
org.springframework:spring-jcl:5.0.9

org.springframework:spring-context:6.0.9

org.springframework .spring-beans.6.6.9
org.springframework:spring-core:6.0.92
org.springframework:spring-core:6.0.9
org.springframework:spring-beans:6.0.9
arg.springframewnrk:spring-core:6.0.9

org.springframework:spring expression:6.6.9

org.springframework.boot:spring-booct-avtoconfigure:3.1.0
org.springframework.boot:spring-boot:3.1.0 @Mar’tvanDUk77

org.springframework.boot:spring-boot-starter-logging:3.1.9
ch.qos.logback:logback-clLassic:1.4.7



ﬁ Gradle

Gradle

e Check for updates:

« Add plugin, e.g. gradle-versions-plugin
plugins {
id )\ |

@id : hub.! nes.ve ' version

}
e Run "./gradlew dependencyUpdates

The following dependencies have later milestone versions:

- com.github.ben-manes.caffeine:caffeine [3.1.6 -> 3.1.8]

- com.h2database:h2 [2.1.214 -> 2.2.224]

https://github.com/ben-manes/gradle-versions-plugin @MaritvanDijk77



https://github.com/ben-manes/gradle-versions-plugin

Gradle

« Analyze dependencies
e Add plugin (e.g. nebula)

ﬁ Gradle

U nebula-plugins /gradle-lint-plugin -

<> Code () issues 97 I Pulrequests 6 (O Actions [ Projects [ wiki @ Security |~ Insights

Unused Dependency Rule

Jon Schneider edited this page on Sep 22 2016 - 4 revisons

The unused dependency rule is an example of a complax dependency hygiene rule.

To apply the rule, add:
gradleLint.ules += 'unused-dependency

The rule Inspects compled binaries emanating from your project’s source se's looking for class references, and matches
thase referances ta the dependencies that you have declarad in your dependencias hlock
Specifically, the rule mases the folloning adjustiments o dependences.

1. Removes unused dependencies

* Family-stye jars like con.amazonaws:aws-java-sdk are removed, as they containno code

2. Promotes transitive dependencies that ar2 used directly by your coce to explicit frst order dependencies

= Thie hae the cide effect of breaking up family style jare like com.amazonavziaws-java-sdk into the parte that you are
actually using, and adding those as first crder dependencies

3. Relocatee dependenciet to the 'correct' configuration

https://github.com/nebula-plugins/gradle-lint-plugin/wiki/Unused-Dependency-Rule @ MaritvanDijk77



https://github.com/nebula-plugins/gradle-lint-plugin/wiki/Unused-Dependency-Rule

ﬁ Gradle

Gradle

° Analyze dependencies buildscript { repositories { mavenCentral() } }
plugins {
« Add plugin (e.g. nebula) id 'nebula.lint’ version

}
« Run "./gradlew fixGradleLint gradleLint. rules

» Task :fix6radlelint

This project contains lint violations. A complete listing of my attempt to fix them followns. Flease review and commit the changes.

vnused-dependency

unuscd-dependency

build.qradle:42
4

testImplementation 'org.springframework.boot:spring-boot-starter-test'

vnused-dependency

https://github.com/nebula-plugins/gradle-lint-plugin/wiki/Unused-Dependency-Rule @ MaritvanDijk77



https://github.com/nebula-plugins/gradle-lint-plugin/wiki/Unused-Dependency-Rule

Intelli) IDEA: View Dependencies Maven

et ne - P wergkng - o PeCliniclppicaion -

pamam Gping petcinicl

siependeneins:

cdependency=
<groupld=orp.springframenork.boot</groupld=

actId>zpring-boot-sTarter-ac

springframenork . boot< fgrouplds

sspring-boot-starter-cached/artifaotlds

<groupld>grg.sprongtrramenork . oote/groupld>
cariifactIdespring -boot-starter-date- jpacifartifectlds
<fdapendency>
<depsndencys
groupld>grg.springframenork.beot«</grouplds
artifactTdrspring boot startar wab<fartifactTd
spRndancys
LI LIS Y
oupld>org.springfFramanork  hoot</grouplds
factldrspring boot startar validations)ar
IpRndrney>
na|ncy»
nupldanrg.springframenork . bante<groupld»
rritactidespring-bnot-startar-thyreleat</artiftac
ipRndrnecy>

<dependencys

aritvanDijk7 7




ﬁ Gradle

IntelliJ IDEA: View Deendencies

g PRt N P oNerakng o PECHNCApRICaTen -
=7 i gracle [spding patcinic

JacbjarzFontasczoreVersion =

.acbjarsBootstrapiersion =

endencies {

plesentation

plLe=gentation

plesentalion

plasentation

pLaaentaticn

plLsrentaticn

plassntation

winly

wOnly {nabjarsBootatrapvarsion)
wOnly ${naljaraFontavas oraVarsion)
sR0nly
L aR0nly
LaR0nly
Lar0Only
nparntinly

plerantation

s.nared( ]

useJUnztPlaztorn()

aritvanDijk7 7




IntelliJ IDEA: View Dependencies

Wy peeing - i v e FaiCinicAggizaton

9 Project - ¥ I 7 i grod ¢l pateinic)
7 spring-petciinic
ik Fxtemal Libeardes ext.mebjarsFontancsoncVersion =

ext.wmcbiarsBootstrapVersion =

= < temudre=17 2

Grac e ch qasloghackiagback-o

ch qasloghack:igbaci-oi

- ch rancoishofertashdounit - eTentatio

Ccom '-‘..’.h‘.")(n‘l’f noor - cTentat

T Ccom ‘.‘..'.m'xn'lj.'.c.‘-;'.:n oo - eTentat

comiastenml ol b eTentatio

rac e comdastenml jck: 3 *Tentatio

rac e comdastenml jic runtireDnly

rac e comidastenml poksonma runtiTeOnly : cbjarzBootstrapVersion}”

rac e comiastenmbcassmate: runtireDnly ' iwed antawncsoneNersion}

rac e comghthun. ben-manes.cy runtireOnly

FRC e Comanogie arnrpronsiesr runtireOnly

racie: comhiayabaeehz2.1.21 runtireDnly

rac e comlayway sorpathison- runtiTelnly

Grac e commysqim yse Fconnact

Grace: comaunistackistack-com estltplenentation

Gracle: comayandin. sxtemal.geog|

Geac e comazaxxer:HISGP:S.00
T Geaces lo.micrometsrmicrometer askz.nared('test’) {

T Gracel lemicrometsrmicrometer

Grac e lemicrometsrmicrometer:

1

"
i
o
b

lc.smaleye:joncex:3 0.8

-

( W
o
a
0

jakaria.achvation:skarta s

aritvanD/jk7 7




IntelliJ IDEA: View Dependencies

T

“wang paicinge - I owWarsknag - = MCinicAacplcatic

pemum |speng goteink) : Mavan
CcArTifactidsapring-hnat-sTArPTAr-Actuatar</arcifant T
clarpandancy s _

O Profieg
pateink
G Lrenyck
2 PMuglns

<dependenoy=
<grouvpldzorqg. spring fraacnork . .baot</grouvpld=>
<ar<ifaotid>zpring- er-pache<fartifactld>
cfdependency >
dane I'¢ Dezerdoncics
cgppendency>
<aroupTdsora. springfrananork .boot</aroup] I erg.soningliamenork. DAoL S N -DooL-ste 12-slu
100 sEiinglranewors, 0SoLSEing - 0S50 t-s18reid
N
b1}

<N ifuctTds=p ng - hoo aiH M dalts
o/ dRpendancy:
sdaependenn

<grouvpldzorqg. spring frascnork . .boot</grouvpld=>
1h jakarta.annotaticn:jakarta arnotatian-apl:2.1.°

Th
Ih arg wvamienakey amy:1.32

<ar<ifactid>spring- r-webeJartifactlds

</ degendenc >

“gepandancy>
1o spinglramewors. 030LSEing - 030T-3Cu200-

wgroupTdsarg. speir gframanork . boot</groupTds

1S MRS O G St -Slsarnvalion: 1,110

<H rfactidsspring  hoo A TArtH validation</arti1factld»

y Ly . M R e SR -2ara: 1.11.0
</ drpendency > —

cdrnendency: | org soninclramepaark. boalapong - boal-sletarn- cach
saepentdency> - C

<groupld=org. springfranenork .boot</grovpLld> (= crgsonrctrammaark.baatspeng-boat-sta-tar-data

cartifaotld>soring- [ arg sornctramraark. oot sprng -boat-starinr-wed:
= arg.sorngiramrwork. bookspring -boot-starier-valc

</ dependencys

<dependency» 1= arg sofincframrnork baotspring -baot-staar-th iy
i - ~

1 O Sonngiramenork. DAOLSNg -DaOT-S1a 18- &L

I comhidataba el 2.21.214

I commysglary s coviecior - (:8.033

<groupTdsorg. spring frasanork .beo

<a Lfactidsspring boo A TArtE 3 «fartifac
cscopartast</scopas

) grecok poatgrasqt42.8.0
</ dependency> [ crg.post gresck paatgrasqta 2.8

[z Jpvac.cache:cachn-api:1.0.1
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ﬁ Gradle

IntelliJ IDEA: View Dependencies

“0ng paicing ¥F warsion - o Meclinichppicaton

¥ buiM.gracks spring oetdiniz)

. ‘ . =
EXL.NEUJHISIONLENESCARYErILILN =
- ’ - &7 sing-omldinis

= Taeskn

st webjarsbootetrapVersion
drapundan i as -7 Dapandancipg
iTplenentation ' v [3aoiCorpleClasspat
iTplenentation b >t Chasses
iTplicaentation ; {h com.githud. ben-manes cafte necatteire 3.1.6
iTplenentation flh com.h2catabaze:h22.1.214
irpilenentation - ilh com.mysqresqi-connector-{:8.0.32
irplenentation h 2kana. emblbindjacarma e Linc-apid. 0.0 (*)
lrplenentation h jgvax.cochacoche-api:1 1
inelnly || "¢
runsinelniy \ $inebjerabootatrapVersion U #vee
runtinelnly ${vebjaraFontanesonaYarsion) Ul ors poesIg el peatgrasgt4 2.6 .0
runtinalnly 111 oG A prinefrassan ik baal:apong - boal s lariar-a
runtinalnly {h arc springframa@av k. baataprng - baat -3 1arier-r
runtinrinly {h ora sprincframea k. boatspring -boat-s1arier-d
runtinelnly ut . nt 1 (b org.springframencik.boot spring -boot-s1arier-t
developrentOnly : o . ith org zpringframencrk.bootspring -boot-starier-v
sestInplessncation : . : . fi= argapache. tomcat embedtorcat-embed-of:
Iz arghikernatavalidatorhibamate-yalidators e
e fastenomidaccmane: 1.5 1
jakatavaidetonjekars valdaticn axi3.o
1 jeia/oggingjeoas- 1ogeng .50l
(1 erjscingranawanbaatapcing - Heot- s1ars
118 NG s avingfraveac . boakaprng boal starlar w

(b org :asbhErs npm toatarep:s. 2.3

radle-tool-window.html| T aritvanDijk77
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IntelliJ IDEA: Dependency Analyzer Mavyen

¢ PetClinicApplication -

Maven

~ g B X R

> [ Profiles
N petclinic
> [7 Lifecycle
> [2Plugins
v [z Dependencies

Analyze Dependencies...

https://www.jetbrains.com/help/idea/work-with-maven-dependencies.htmlttdependency analyzer @Mal’itvanDijk77
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IntelliJ IDEA: Dependency Analyzer

spring petcdnic v TF versions ™ » PerClinicApplicaton

-

T A Dapendancy Analyzar
oie petclinic v Scope: Any ~
Resolved Depencencles 2 Usages of assert]-corm3.24 2

[ petclinic v [= petchinic

(b accessors-smart:2.4.9 (b spring-boct-starter-test:3.1.0

(b android-json:C.0.20137103.vaadinl (b assertj-core:3.24.2
(b angus-activation:2.C.0
(b antirs =runtime:4.10.1

(L apiguarcian-agi:1.1.2
ih asm:2.3
fh aspectjiweaver;1.9.19

fh assertj-core:3.24.2 (test)

https://www.jetbrains.com/help/idea/work-with-maven-dependencies.html#dependency analyzer @ Maritvan Dljk77
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ﬁ Gradle

IntelliJ IDEA: Dependency Analyzer

& PetClinicApplication v

Gradle

r 1 B | & X

v &7 spring-petclinic
> (3 Tasks
v [7 Dependencies

https://www.jetbrains.com/help/idea/work-with-gradle-dependency-diagram.html#dependency analyzer @Maritvan Dljk77
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ﬁ Gradle

IntelliJ IDEA: Dependency Analyzer

spring-oetddnic ~ 12 versions ~ & PetClinicApplicaton -

™ bulld. gradls (spring-petclinic; {2 Dependency Analyzer
- &7 spring-petclinic ~ | €)- spring| Scope: Any ~

Resalved Dependeancies LJsages of spring-petalinic

[ spring-petclinic (3 scopes) v [ spring-petclinic
[t spring-aop:6.0.9 < _7 spring-petchnic

" spring-aspects:6.0.9 [T, spring-petdinic

[t spring-beans:6.0.9

i~ spring-boot-actuator-autoconfigure:2.1.0

https://www.jetbrains.com/help/idea/work-with-gradle-dependency-diagram.html#dependency analyzer @ Maritvan Dljk77
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Intelli) IDEA: Dependency Analyzer

Duikd. gradle (spring-peatclinic) 7. Depandency Analyze

&? spring-petclinic v Q-
Resolvoad Depene oo cie:

L2 spring-petciinke (3 scopes)
(lh accessors-smart2.4.9

i ancroid 5jgon:C.C.20131108.vaacinl
a uvz.‘:;—;x-:l valicre2.C 0

M sl r&-runtim :4.10.1

(i eplquerc/an-apl1.1.2
ihasm:8.3

il aspectjiweaver:'.$.19

i asse lj-core:-3.24.2

o ettoparser:2.0.6 RELEASE
[ bootstrap:5.2.3

i byte-bucdy-agent:1.14.4
[ byte-bucdy:1.14.4

iy cache-gpit1.1.1

fln caffeine:3.1.8

A checker-cual;d.33.0

iy classmate:1.5.1

iy error_prane_annetations:2.18.0
(o fastdoubleperser:0. 8.0

i font-awesome:4.7.0
ihrz:2.1.214

iy hamorest:s.2

Scopa: Aqy -

v Any I spring-pelchnic

v

A2 2B BB BEEEEEREREEREEREREERER

AnnotationFrocesscr ring-patelinic

ActAnnotatlenProcessor | spring-patciinic
ActComplleClasspath "2 spring=petclinic
ActRundmeC asspath
AvtTestAnnatationProcessar
AvtTestCompileClasspatl
ActTestRunlimeClasspeatl

Archivas

CoempileClasspath

Default

DevalopmentOnly

NetivelmageC'asspath
NetivelmageTestClasspath

FrocessfotClasspatn

FrocessTestAolClasspath
FroductionRuntimeClasspath

RuntimeClasspath

TestAanataticnProcesser

TestCempileClasspath

TestRuntimeC'asspath

https://www.jetbrains.com/help/idea/work-with-gradle-dependency-diagram.html#dependency analyzer

ﬁ Gradle

@MaritvanDijk77
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ﬁ Gradle

IntelliJ IDEA: Dependency Analyzer

Qe
&

gprag-patclinic - = varsions » PerCliricApplizatior -

Duikl gradia (sping-oatcinic ‘A Dependancy Ana yzet

a2 speing-petdlinic ~ | G

Resolved Dependencies 3ol checker-que5.33.0

Show Conflicts Only
A checker-quat3.33.0 (10 scopes) I - spring-petcinic

A jurit-ECmcd. 9.3 v " sprng-petclinic
< IIF caffaine:3.1.6
A chacker-qual:3.33.0
Ik postgrass:42.6.0
A checker-qual:2.33.0
Ik caffaine:2.1.6
A checkar-qua:3.33.0
< L posigresy :42.6.0
A checker-qua:3.33.0
[l saring-boct-depend encies:
Ml cattaine:3.1.68
A checker-qual 3.33.0
L postgresy:42.8.0

A checker qual 3.335.0

https://www.jetbrains.com/help/idea/work-with-gradle-dependency-diagram.html#dependency analyzer @ Maritvan Dljk77
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IntelliJ IDEA

« Package Search: Add dependency

<dependency>
<groupId>org.junit.</groupld>

<artifac: jupiter

</dependent platform

vintage
</dependencis org.junit

<build>

https://www.jetbrains.com/help/idea/package-search.html @MaritvanDijk77
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IntelliJ IDEA

« Package Search: Add dependency

<dependency>
<groupId>org.junit.jupiter</groupld>
<artifactId>junit-jupiter</artifactId>

124 4 <scope>test</scopeﬂ

</dependency>

https://www.jetbrains.com/help/idea/package-search.html @MaritvanDijk77
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IntelliJ IDEA: Update dependencies

* Context Actions ( \. <«J or Alt+Enter)

,,?]"?“PT”?“PQ-7PP179FP37“30"V:/lpf“ﬂfﬁ?

,?TPT';77T-“>zﬁ"jrifﬂbhr77</"f';F”T'“?

<uersion>${springframenork.versiaon}</vorsions

<soope>nompile</s
</dependency>
criepenndency?
<groupld>javax. se
<artifactlid>sery
<wersiaon»2.5¢/ver
<scoperprovided</
</dependency>
chdependency?
<groupld>javax.se
<artifactlid>jst
<uersian>.2</ver
capoperprovided</

</dependency>

¥ Show vulnerabllity Info for mavenorg

¥ Show vulnerability info for mavenzorg

Change maven:crg.springframework:spring-webmvc:4.3.5.RELEASE vers'on 10 6.0.0

¥ Show vuinerabllity Info for maventorg
Show vuinerabllity Info for mavenzorg
Show wuinerabllity Info for mavenorg

Show wulnerabllity Info for mavenzorg

Convert tag tc attribute
Convert text to CDATA
herge tags

Split current tag

Inject languace or reference

springframawork:spring-beans:4 3.5.REI FASE
springframawork:spring-comeaxtd 3.8 RFL FASE
springframawork:spring-corc: 2. 3.5 REL EASE
springframawork:spring-exprassion:4.3.5. RELFASE
springframawork:spring-web:d 2. 5.RELEASE
springframawork:spring-webmve:d 3 5 RELEASE

@MaritvanDijk77



IntelliJ IDEA: Update dependencies Maven

e Hover

__<groupTd>org. springframowork</qroupTd>
<arTifacTid>spring nphrq:<19*r"ﬁft'n;
eversion>$ {spring¥renewcrk.version}</version>

excompiles/sco

Steependency> Dependency maven:org.springframework spring-weomvc:d. 3.5 RELEASE is vulnerzble, safe version 5.0.0

<depsndency=-

27 9.8 Dasarializaticn of Unlrusled Dala vulinera i Ly with high sevarily fcund

) ] : : 2.3 Cross~Site Request Forgery (CSRF) vulnerability pending CVSS allecaton

cariifacild>serviel-apis CVE-20M 71 5.9 improper | imitation of 2 Pathnam= to a Restricted Directory [ Path Traversal') vulnermbllity pencing CVSS allocetion

- e

cgroupld>javax.serviel</

sversion=2.5</version> CVE-2018-11020 7.5 Inclusicn of Functionality from Untrusted Contre! Sohere vunerability pending CVES allocation

25 ge> avi ne« '5»:: > 1

SCO provideds, Loz Results powered oy Checkn c,

</dependency>

cdependency>
>javax.serviet</
i ’ Property

cartifactld>jsti</artia gpringframework version: 4.3.5 RELEASE

sversion>l.2</version> LT Fitness Tracke

“scope>provided</scope>

</dependency>

https://www.jetbrains.com/help/idea/package-analysis.html @MaritvanDijk77
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IntelliJ IDEA

« Dependencies tool window

Dependencies Manage B

v [ AllMegules v Only slable Kotlin multip'atfcrm

= Jpqrade
FitnessTracker Jackson-annotations pqgrad

Added in all modules

Jackson-annatations com.fasterkm! jackson.car [dafauilr] - 297> 2151~ Upgra...
Jackson~ccre com.fasterkm! jackson.core:jackse [defacit] ~ 2972142~ | Cors annotations used far value types, usad hy
com.fasterxmljackson.core;jackscn-databind  [delault] ~ 2.9.7 -» 2.15.1 - : Jackson cata binding package.
XStream Core com.thoughtwarks xstream:xstres [dafauir] - 1410 5 1.4.20 ~
javax.serviat:stl crovided ~ 1.2~
< JavaServigt{TM) Specification javax.servigt:serv crovided v 2.5 » 3.C-alpha-1
JUNIT junitzjunit [dafaulr] - 3.81>4132
(e Hibemate Validator Ergine - Relocation Artifact [deafavlt) - 4.2.0.Final =» 8.0.CI
o Spring Object/XML Marshalling org.springframes [default] ~ 4.3.5.RELEASE = | Sl
N Spring Webh MVC crg springframeawonrk:spring-w compile 4 3.5 RELEASE > | : .
(1)
o Authers: Tatu Saloranta, Christopher Currie, Paul

Erown

Jetbrains.com/help/idea/package-search.html @MGI’itVGI’)Dijk77
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IntelliJ IDEA

e Dependencies tool window (search)

Dependencies Manage

v [5 AllMceoules
Fitnessiracker

junit

Search Results

¥ Only slable

JUnit junit:junit [defaut] ~
JUnit junit;junit-dep |defautt] ~
org.junit=pioneer: unit-pionee [delault] ~
com jeavalent junitjcavalent-junit-lagging [defaut] ~
org.junit.contrib:junit-theories |defau't)

JUnit Rules com.btmatthews. unitjunit-ru'es [defau't] v
JUnit Jupiter (Aggregator) org.junitjupiterjunit [defaut] -

JUnit Extensions org.dmonix.junit: unit-extensic |[defaut)

ZooKzeper JUnit org.dmonix.junit:zcckeeper-ju [defautt] ~

Junit Validation com lotaris junitjunit-validatior [defaut] ~

org.fingergrintsoft junit:junit-utils [defau't]

JUnit Categories net.ggtools.junitjunit-categor [defau't]

1 hala 5 NN af blasavala' cen Lhoatoliimin b ows L N S

.jetbrains.com/hel

idea/package-search.html

411~
200 v
0.1

5.0-apha-3 ~

] A o‘ 1

Katlin multipatfcrm

JuUnit Jpgrade

38154132~ Upgra.

JUnit is a unit testing framework for lava, created
by Erich Gamma 2nd Kent Beck.

Usedin:

@MaritvanDijk77
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IntelliJ IDEA

Dependency Checkar Vulnerable Dependsnc as

- 2 Al libe from FitnessTracker
mavanxom.thcughtworks.xstreamxstieam:
maveanr:xcom.fasterxmljackson.corejacksonr-

@ maven:orgspringframewcrs:spring-context
maven:org.springframewcrx:spring-beans:4
@ maven:org.hioernate:hibernate-validaton 4.2

maven:orgsprineframewcrk:spring-web mve

@ mavenr-org.springframewerk:spring-exprass

Dependency maven:xom.fasterxmljackson.core:jackson-databind:2.9.7 is vunerable Resulls powered by

Upgrade to 2.12.7.1

CVE-2019-16942, Score: 9.8

A Polymorphic Typing 'ssue was discovered 'n FasterXML jackson-datatind before 2.7.9.7, 2. 8x before 2.8.71.5 and 2.9.x
before 2.9.10.7. When Deftault Typirg is enablad (either glodally or tor a spacific property ) tor an externally exposed JSON
endpoint and the service has the commons-dbep (1.4) jar 'n the classpath, and an attacker can find an RVI service endpcint
1o acceass, it is possible to make the service execute a malicious pay'cad. This issue exists because of

https://www.jetbrains.com/help/idea/package-analysis.html @MaritvanDijk77
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IntelliJ IDEA

U imtelll IDEA

Viewing Dependencies

Marit van Dijk

IntelliJ IDEA: Viewing Dependencies

Y Inteliy IDEA

Package Checker

Marit van Dijk

IntelliJ IDEA Ultimate: Package
Checker

https://www.youtube.com/@intellijidea

ntelll IDEA

Managing

Dependencies

Marit van Dijk

IntelliJ IDEA: Managing Dependencies

U IntellV IDEA

Analyzing

Dependencies

Marit van Dijk

IntelliJ IDEA: Analyzing
Dependencies

@MaritvanDijk77


https://www.youtube.com/@intellijidea

Pros & Cons -

+ Check dependencies while working on the project
- Check out each individual project
- Apply & verify updates

/ @MaritvanDijk77




Software Composition Analysis (SCA)

 Scan all repos (and containers)

e Overview

@MaritvanDijk77



SCA: Pros & Cons

+ No need to check out repos individually ]OO ‘,20

| h \ 80
- | have to check the dashboard
- Apply & verify updates




Bots

& Dependabot

2 Renovate
—



Dependabot

e GitHub native

e Features:
e Alerts
e Security updates
« Version updates

@MaritvanDijk77



Dependabot enable

Sellings

9 Pages
Dependency graph Disable all Enable all
€ Saved replies Understand your dependencieas.

Automatically enable for new private repositories

Sacurity

l ) Code security and analysis Dependabot
Keep your dependencies secure and up-to-date, Learn more about Dependabot,

Integrations

8é Applications Dependabot alerts Disable all Enable all
Receive alerts for vulnerabilities that affect your dependencies and manually
© Scheduled reminders generate Dependabot pull requests to resalve these vulnerabilities. Configure

alart notifications.
-hiv * e 1
Archives Automatically enable for new repositories

=, Security log

%=, Sponsorship log Dependabot security updates Disable all Enable all
Alleww Dependabot to open pull requests automatically to resclve Dependabot

alerts.

Automatically enable for new repositories v @ Mari tvan Dlj k 7 7

<> Developer settings



Dependabot alerts

& mivandijk [ FitnessTracker Public {2 pin  @©wstch 1 v ¥ Fork 0 - <7 Star 0

(> Code () Issues 1 11 Pull reguests 53 () Actions () Security 80 |~ Insights {86! Settings

Pulse Dependency graph

Contributors

Dependencies Dapendents Dependabat
Community

Community Standards

/\ We found potential security vulnerabilities in your dependencies.

fratfe Dependencies defined in these manifast files have known security vulnerabilities and should be updated:
OIS pom.xml 28 vulnerabilities found

Cece frequency View Dependabot alerts

Dependency graph Only the ewner of this repository can see this message

Lloaiiime A

https://docs.github.com/en/code-security/dependabot/dependabot-alerts/about-dependabot-alerts @ Maritvan Dljk77
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Dependabot alerts

<» Cede () Issues 1 i1 Pullreguests 52  (») Actions () Security 91 |~ Insights 18! Settings

Pulse Dependency graph
Contributors

_ Dependencies Dependents Dependabot & Export SBOM
Community
Community Standards Q Search all dependencies
Traffic

com.fasterxml.jackson.core:jackson-databind z.0.7 0 14 critical ~

Commits

Detected automatcaly on Fep 14 2023 [Maven) - pom.yml - Apacha-2.0

Code frequency

com.thoughtworks.xstream:xstream 1.2.14 @ 1critical -
Dependency graph

Delecled aclomalicaly on Fed 14, 2023 [Maven) - pom.axml - NODASSERTION
Network
Forks org.springframework:spring-webmvc 4,3.5.RELEASE © 1critical ~

Detected astomaticaly on Fed 14, 2023 {Maven) - pom.xml - Apache-2.0

https://docs.github.com/en/code-security/dependabot/dependabot-alerts/about-dependabot-alerts @ Maritvan Dljk77
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Dependabot alerts

Conlribulers
. Dependencies Dependents Dependabot &, Export SBOM
Community
Community Standards Q. Search zll dependencies
Traffic
com.fasterxml.jackson.core:jackson-databind 2.3.7 @ 14 crivical -
Commns
Detected automatically on Feb *4, 2023 (Maven| - som.xmi - Apache-2.0
Caode frequency =) View Dependabot alerts
com.thoughtworks. xstream:xstream -.4.1¢ 14 critical - 65 total
Dependency graph
Delecled aulomabically an Feb 4, 2023 (Maven| - pomaxeml - NOASSERTION I‘l Update tav2.12.7.1
Network #70
Forks org.springframework:spring-webmvce 4.3.5 RELEASE
Detected automatically on Feb 74, 2023 (Maven| - gom.xml - Apache 2.0 (3 pom.xml update suggested:

com. fasterxml, jackson... (O
org.hibernate:hibernate-validator 4.2.0

. - Always ver by the vahidity and
Detected automatically on Feb 4, 2023 (M3aven| « pom.xml , '
compat bility of suggestcns with
:,'l".ill coaedbase

https://docs.github.com/en/code-security/dependabot/dependabot-alerts/about-dependabot-alerts @ Maritvan Dljk77
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Dependabot security updates

Dependabot alerts | #85

Deserialization of untrusted data in FasterXML jackson-databind #85 Dismiss alort ~
Opened 7 months ago on com.fasterxml.jackson.core:jackson-databind (Maven) - pem.xml

Savarity

{*) Bump jackson-databind from 2.9.7 to 2.12.7.1 G 98170

Merging this pull request would fx 55 Dependabot alerts on

com fasternsml jackson.corejacksan-databind in pom.xml. CVSS base metrics
Lrtack vactor Natwork
Artack complexity Lavs
Package Affected versions Patchad verziocn )
Privilepes recuired Nare
@ com.fasterxml.jackson .care;jackso... |Maven) <= 2.9.9.1 2.9.9.2 O
Jzer irteraction Mane
Scepe Unchanged
SubTypeValidator java in FasterXML jackson-databind before 2.8.9.2 mishandles default typing when ehcache is Confidantikih .
i A ) y ]
used (because of net.sf.ehcache.transaction.manager.DefaultTransactionManagerLookup), leading to remote code S .
. ntegrity High
execution, g
Mralability High

CVESZAAVNIACLIPRNUEN)S LIC: KA K
[7) dependabot ot opened this 7 months ago

Weaknesseas
CWE-Q15%

CWE-321

https://docs.github.com/en/code-security/dependabot/dependabot-security-updates/about-dependabot-security-updates @ Marltvan Dljk77
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Dependabot security updates

> Code () Issues 1 11 Pull requests 52 () actions [ Security 91 ~ Insights £ Settings

Bump jackson-databind from 2.9.7 t0 2.12.7.1 #/0

dependabot wanis o merge 1 commit into ®zin from dependabat/raven/com.fasterxml. jackson.core—jackson—-datzbind-2.12.7.1 LD
™} Merging this pull request will resclve 56 Dependabot aleris on com.fasterkml.jiackson.core:jackson-databind including a critical severity alert,

() Conversation 1 < Commits 1 [l Checks 0 Files changed 1

@ dependabot bot commented on behalf of github on Nov 16, 2022 - edited « Reviewers

) L Ne reviews
Bumps jackson-datzbnd from 2.9.7 to 2,12.7.1,

» Commits

Edit

Stillin prograss? Convert to draft

<> Code -~

+1-1mm

https://docs.github.com/en/code-security/dependabot/dependabot-security-updates/about-dependabot-security-updates @ Marltvan Dljk77
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Dependabot version updates

« Add dependabot.yml
« Specify:
e Package manager & location of manifest file
« Schedule interval (daily, weekly, or monthly)
e Optional:
e Max. number of PR's (default 5)
e Rebase strategy
e Etc

https://docs.github.com/en/code-security/dependabot/dependabot-version-updates/about-dependabot-version-updates @ Marltvan Dljk 77
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Dependabot: Supported platforms

e GitHub native
e Can run on GitLab too

@MaritvanDijk77



Renovate

 Available via GitHub App

e Features:
e Security updates
« Version updates
e Project dashboard

@MaritvanDijk77



Renovate enable

GitHub App

Renovate

https://github.com/apps/renovate

Configure

Manage your instellation settings.

Devealoper

@ renovatebat

(5 Wsabsite

Renovatea is prov ded by a third-partyand ¢

govarned by separ-ate terms of service. privacy
policy, anc sup2ort docamentation

m Rapoil abuse

@MaritvanDijk77


https://github.com/apps/renovate

Renovate enable - 3

Install Renovate

Install on your persanal account Marit van Dijk O

(O All repositories
This applies to all current and future repositaries owned by the resource
owner
Alsc includes public repositories (read-only).

® Only select repositories
Select at least one repository.

Alsc includes public repositories (read-only).

] Select repositories ~
Selecled 1 reposilory.

[ mivandijk/FitnessTracker X @MaritvanDijk77



Renovate onboarding PR

Configure Renovate #59

renovate wants ta marge 1 commit Inza sein from renoetsfconf sgesw r_D

) Canversation o <= Commits 3 E} Cheecks © %) Fles chargas

Q renavate bm  commaented 2 mirutes ago C -

Welcome ta Renovate! This s sn onbasrding PR o belp you understand and corfigure selings befors rega s Pull Regussts
bwgi,

ﬂ To s livale Recwrvais, meene (his 2wl Reqoest To dissbbes Renoegte simply cloge thiz 2ull Regoss| urmesrgess

Detected Package Files

1 +4
o prewxal MR - ,
A “fachema™: “https:/foncs. renavatchot. camn/renovate-schena.s json™,
. o 3 + “extencs™: |

Configuration Summary
4 « "confiq:bese"

Basad anthe dafault conflig's preaets, Ranovata will 5 4 ]
D o+ 7

Start dependency updates crly unce this ontoxdrg FR s memged

Enabie Renconts Daperlercy Dashbos: eounlion,

f Rancvate datecis semant'c commbs, t wil Lse samantic commit type  ox far dapendancias and thare for all athars.

ancre rode_sidules . bower_cosaiononts . vondsr and vanouds testitests dirsctonies.

Matodstect wasther 10 por deperdencies or martain tages.

ate leedl PR cramtion 1o 8 raximurm o Lao per bour

it o maxivam 10 apan PR: &t any tima.

Sroup knoym monorepo packaqes tegetter, @ Maritvan Dl:jk 77

Jus curated it of recommended Non=-morcrepo paTKage Croup ngs.

A colsction of sxekarounds for keaan preikens with packages,



Renovate configuration

 All repos or selected repos
« Config file is created for you

e Scheduling
« Max. number of PR's / concurrent branches

e Rule based auto merge
e More options & more fine-grained

https://docs.renovatebot.com/configuration-options/

@MaritvanDijk77


https://docs.renovatebot.com/configuration-options/

Renovate PR
Update jackson.version to v2.13.4 #64

renovate wants to merge 1 commitinio mein from rencvate/ acksen.version (O

Y Conversalion 0 < Commits 1 FlL Checks 1 [®) Fileschangad 1

o renovate bet commenled 12 days ago Contributor @ wer

This PR contains the following updates:

Package Change Age  Adoplion  Passing  Confidence
:;‘:llj;lulxm.,acksc'l.coru:jd::kson-dalal; nd Z:;‘-p [ lee] m m
;::Jrrn:r[:;}lu xmljacksen.core: jackson-annotalions ;1:;74 -> a.. m
cormn.fastersml.jackscn.core:jackson-core i:‘;.‘" m

https://docs.renovatebot.com/merge-confidence/ @MaritvanDijk77



https://docs.renovatebot.com/merge-confidence/

Renovate Dashboard: Project

Dependency Dashboard #68

L 2 tasks renavale bor apened th s issue 21 how s 2ga - D commenls

g renovate Lot cemmented 271 hours 2q0 Contributor O
This issue lists Rerovate updales anc detected ceperdencies, Read the Depandency Deshioa's docs to leam more.
Open

Theze updates have al baen creaied siready, Click @ cheskoox below o ferce a retryresase of any.

© Update depandaney com thoug ntworks sstream:estream ta »1.4.19
Updata depandancy [unltpunit to va.B.2
. Update sprinz core to v& 3 30 RELEASE ( arg, sor il -amcvork:spring-0xn , org. sor Loglronoso ki <prirg -aekove )
" Update jecksonyersion 1o v2.13.4 | con.tasterxal.jsckson. cora: jackson~databind |
com, Testeranl, Jackson, cores jockson-cemotel ions , cor, fasterenl, [ ackson,core: jochson-care )
" Updale dependency junitpunil lo v&
Updata depandancy ors hicamatehibemata<ysidator to vE

Updaie sprina core to vh (maar) [ org.apringfrarevark: spring oxm , 0rg. aprine’ravevark: saring webere |

11110

Click on this checkbox lo rebase all open PRs sl ence

Detected dependencies

> maan

Check 1his box Lo Uigger a recuest for Renovele Lo run sgain on Uss repositony @ Marl tvan Dljk77



Renovate Dashboard: Jobs

Fenovate Dashboard

cucumber-son-comerter

y i fo)
S cucumber/cucumber-jvm logs
< I
cucumber-unit xmi-formatter JobID Result Date
cucumber-ym 991877684 [ dene | 1% minutes ago
cucumber-m-groovy 99197 [ dene | 4 howrs 490
997985405 [ dene | 7 howrs 490
L mnber i ela
991776931 [ dene | 11 heurs ago
: r-ba
cucumber-ks 997631074 [ dene | 1% hours ago
cucumber-nessage-upload-service 997516227 [ dene | 20 hours 800
cusumber parent 0Ta4E0NS dene a day ago
i S0Y2T7TE531 tm o day 0ge
cucumber-rails
207281844 m o day 0ge
cucumber-ruby 207096700 m o day oge
cuzumber-nuby core 94977907 2 days ayo
cucumber-ruby-meta 9EDG491 z Jays oy
. I35 7 m Z days ago
cucumber-nuby wire
FINIZeA0H [ dcne | Z days 890
: -ich-
cucumber-ich-wire SN I m Z days 890
cucumber.mi S05AEN 69 m 3 days 290
demo-formatte” 995653641 [ dene | 3 days ago
995388084 [ dene | 3 days ago

docs

@MaritvanDijk77



Renovate: Supported platforms

e GitHub (.com and Enterprise Server)
 GitLab (.com and CE/EE)

e Bitbucket Cloud

e Bitbucket Server

e Azure DevOps

« AWS CodeCommit

e Gitea

https://docs.renovatebot.com/#supported-platforms @MaritvanDijk77



https://docs.renovatebot.com/#supported-platforms

Snyk Open Source

e Available via Snyk

e Features:
e Security updates
« Version updates
 Test for new vulnerabilities (on PRs)
« Test for vulnerabilities in source code
« Dashboards

https://snyk.io/ @MaritvanDijk77



https://snyk.io/

Snyk enable
a snyk Products - Resources - Book a live demo m

LA

- S0yk 1051

Developer loved, | i

Tested 3 depmuwenc i os Tar koo ssues, fourd J ssues, 7 wvelmecalile paras

Security trusted. TR e o

Thic i<sue was Tiyed in sarsions: 7 301

Find and automatically fix vuine<abilities in yeur code, open seurce Puchuge masger:  naven

dessndencies, conainers, and 1aC — pawered by Sny's industry-leading
S0 Projech cune O puoduup o
security imeligesce and CespCode Al 2

Targe: file om xrl

S JANA-DHEAFAM HELOEG AL LEA - 25150 ( ww htips sk arwulns SNYS-
JAVA-ORCAPACHELOGLING OC4)-2324720

Start free

-

NE PRl recowes T'xing this eulrcrabilizy. IF &t cannat e e

L2 rading, <o t zatian infarmat on here

@MaritvanDijk77



https://snyk.io/

Snyk enable

Where is the code you want to scan?

Scan your projects for security issuss

n Choose integration method

Cornect Sayk to your code and run scans dirsctly in your workflow

® o ©

CilHun Bilbuckel Cloud CLI

Nal whe L you re looking lor?

View all intlegrations ~ DR Lessrn more aboul inlegralions

2 Set access permissions

2 Configure avtomaton setlings & authenticale @ MGI’ItVGn Dljk77


https://snyk.io/

Snyk enable

Where is the code you want to scan?

Scan vour projects tor securily issues

v Choose integration method

Set access permissions

Private and public repositories Public repositories only
Grant Snvk access to al repesitory types Grant Sny« access to "€pcsteries marked
under your Github aceount whether orlvate or aubllc under your Github a2ccunt,
public.
N

Oncea authenicated, Snyk:
' Soars the drectory trees of saelected repos and automatically represents them as projects
v Genesoles secwily repoels that enable vou Lo cxplore

SSLCS IN ,'l!l I [f"llt:“”lll'.’; ol assist "I! wilh hix Il(_" hom

v Conlinuously checks imparted projects lor valnersa bilities  Whee new valnesabiliBes see Tound, you'll Be noliled

et I

3 Conficure automation settings & authenticate

@MaritvanDijk77


https://snyk.io/

Snyk enable

v Choose integration methed

v Setaccess permissions

Configure automation settings & authenticate

Enabled features:

v Pull Request Checks

Test your pull requests for new ssves and vulnerabalities

v New =lx Pull Requests

Audametically create plll recedts to” rewly disoovered cpen soores issues and vi nerahilities

[<]

Dependency Upgrade Pull Reguesls

Keas your packeces up o dars with auramar ¢ dapecdency upgrace pull “squess

[<]

Sryk Code

Analyze your sourec oot for issucs and 'wilrerat litics ()

Previous @MaritvanDijk77


https://snyk.io/

Snyk enable

Authorize Snyk

9 Snyk by Snyk
" wants to access vour mivandijk account

Organizations and teams ~
Read-only access
Repositories v

R~ Public and private

R Persanal user data S
Cmail addresses (read-cnly)

@MaritvanDijk77


https://snyk.io/

Snyk PR

[Snyk] Security upgrade com.fasterxml.jackson.core;jackson-databind from e < cos-
2.9.7 10 2.9.10.7 #47

m snyk-bot wants to marge 1 commit nte mir from soyk-Fox-A5850ad BS4 3211 M0cdbeaB5T110.55 (O

) Coaversaton 0 < Commits 3 FL cheecks o B Fleschames 3 +1-10m

0 =nyk-bot commeried on 19 Ja 2021 Firet-timn contibutor . () = Revienvrs [
- " R No reviews
Snyk has created this PR to fix ane or more vulnerable packages in the ‘'maven’ dependencies of
this project.

Sillin pregmax? Corverl Lo dhw'l

Changes included in this PR Asslgrees &

+ Charges o the followirg fies to uzgrade the vulnerable deoendancies to a fied warsor: Na one=assign yaersalt

pomaml
Lubuls I:(.’E:

Vuinarabliitiag that will ba Hxed Ml

With an upgracin:
Projects l§1
. Priorit Broaki ;
Severity y Issue Upgrade "3 Mune yst
Score {*) Change
E9N000 Milestane oot
Why? - .
0 h_)ﬂ.“. Deseridlization of Untrusted Cata e . i Mo miesion:
woeelly SNYK-JAVA COR. tASERrIm , 1ACKSCN, COes | RO<SIr—
m disclesed, COMEASTERXMLINCKSONCORSE satating: Mo ~
(™ NS FCMLINOKSINCURLE - \ . 3y
Has = lix 1061931 ! 2.9.7 =» 7.9.10.7 OSveiopsen &
Foalsble, ' Z.coeestaly merging this pull recuest may claze
Cn.nss eT e ez

@MaritvanDijk77



Snyk PR

[Snyk] Fix for 5 vulnerabilities #49

WL mivandijk wants to merge | cammit into maie from sayk 110 E9A1730021477e 7 Mccaddi2 7 a0 tba (D

Y Conversaton © < Commits 1 Tl Checks © ) rescnanged 1
@ mivandijk commented on 21 Feb 2021 Oy () ves
Snyk has created this PR to fix one or more vulnerable packages in the ‘'maven’ dependencies of
this project.
Changes included in {his PR

« Changes w the Rllowng ks w upyrade the winersble deosrdencivs w a figed version:
v opoenanl

Vulnerabilitiex that will be fixad

With an uzarade:

Priority Breaking Exploit
ve ssua rada
Severity Scare (%) Upg Change Maturity
6441000 ‘ .
Why? Has a :ruope-. I.npul Validalon arg.sprirgframewaorx:spring= Ne
SNYK-JAVA- welav s
[ H | fix S _ . ) No Knawen
avilable CRGSPRINGFRAMEWCRK 4,3.5,RELEASE - » Exclot
. : 1009832 4,2,20.RELEASE -
CVS5 26 i 2
608/1000 -
o nfarmation Expasure QG SPF NG T romcwn e :spr g ’ ! 'k
m e — e MaritvanDijk77
" T =
s CRGEPRINGFRAMEWCREK- 4.3.5,RELEASE —- o -
auallable, . Exsdat
31889 1, 3. 29.RELEASE

MO0



Snyk PR Check

All checks have passed Hide all checks
1 successful check

7

v m security/snyk (mivandijk) — 1 security test has passed Detalls

@MaritvanDijk77



Snyk dashboard

mivandy » Jezhhoarc Mdprqacti v

Pending tasks (i) issues summary

Sryk tracks and flags Full Requasts (PRz) o tha top mast wi narable pramats

SECURITY ISSUES
PROJECT 3 FIXABLE IS5SUES § ACTIDNS

Integrations Critacs

Memosers m mhea ndiji kotlin-Lootque 19 LY || m N m 3 u Fy wuinarsnliitas 0

I Setlings

High

m ks ik ragbrmaten 12 50 m 16 m 2 B Fix vunzrabilities 1 01 5

Vulnerable projects 3 29

Frojects aith vulnerabilities dafectzd

PROJECT 5 TESTED 3 ISSUES 2 ACTIONS 74
m :tiﬂr-.ll‘-,“."|mq“1 Lozt qu Var2 202 i &0 m " m 3 u cre wil i ahil e

B Learn aboart reparts

o ::L-\Tj.'lll.:'[ mkymatchp var 2, 10 r e m 17 m o u B¢ vulrerabiities
o -::vl:Lr”d!}'__-l:ualn‘:t-:-:rD':- st 2 202 | &F m 15 m 1 u e vulrerabilhes

() Help »

. - - niandijetut-rest nones 4 - - -
U Maritvan Dijg = m"\[?‘ﬁ 'f‘ "'I" EeLnEn ar 2 Mz 0 65 m a m 4 u Fix vulmersbilitics

@MaritvanDijk77



Snyk Open Source Configuration

e Frequency (daily, weekly, never)
e Enable/disable: New and/or known vulnerabilities
« Enable/disable PR's for single project

https://docs.snyk.io/products/snyk-open-source/open-source-basics @MGI’itVGI’)Dijk77



https://docs.snyk.io/products/snyk-open-source/open-source-basics

Snyk Open Source: Supported Platforms

e GitHub
e GitHub Enterprise

e GitHub Read-only projects

e Bitbucket Cloud Personal Access Token (Legacy)
e Bitbucket Cloud App

 Bitbucket Data Center/Server

e GitLab

e Azure Repos

https://docs.snyk.io/integrations/git-repository-scm-integrations @MaritvanDijk77



https://docs.snyk.io/integrations/git-repository-scm-integrations

Bots

& Dependabot
“% Renovate

e ———



Bots: Pros & Cons

+ Relatively easy to install

+ Automatic PR's

- Can create "noise"

- Manage PRs (merge & deRon)
- No code changes (if needed)
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IntelliJ IDEA

« Refactor > Migrate Packages and Classes

@ MellJICEA Rk &1 Vew Neigae Code ey Buid b Pali Gf Wathw s b ¥ £ B2 0O DO W 2 ( [ =

Coyy Caun
Duts Debats..

Bl Narierr Up
Buth Marbes Down.

Tvoe Voation ..
Nate Sae..
L2V DINSINCE WO,

Crcapashta Meica..

P,

ey . Rlwd v R

et (2w
Irvert Boskean .
—— _ Create Naw Wanben

MOQEQ T8 ArQ0aK..
Mg ae ie Mo T aniive & Clooea..

https://www.jetbrains.com/help/idea/migrate.html

@MaritvanDijk77


https://www.jetbrains.com/help/idea/migrate.html

IntelliJ IDEA

« Refactor > Migrate Packages and Classes >
e Java EE to Jakarta EE
e JUnit (4.x ->5.0)
e JavaFX (8 ->9)

Migrate Packages and Classes

https://www.jetbrains.com/help/idea/migrate.html @MaritvanDijk77



https://www.jetbrains.com/help/idea/migrate.html

IntelliJ IDEA

e Create New Migration

Map name:

Map desaiplion:

@MaritvanDijk77




IntelliJ IDEA

e Create New Migration

New Migration Map

Map name: JUnit (4.x -> 5.0)

Map desaiplion:  For Uransflerring the JUnil 4 lesl annotations e the new juoler cnes, may resull in red code! Asserlions
wont be migrated. Please sce the 'Java  JUnitlssues JUnit 4 test can be JUnlt ' Inspection to
migrat:- only tests which can be converted fully automatical Y.

Old nams New name

org.unit.Before org.,unitjupiter.apl.8efcreEach
org.unit.BeforeClass org.Junitjupiter.api.8efcreAl
org. unit After org.unitjupiter. api AfterEach

org.unit AfterClass org.unitjupiter.api. AfterAll

org.unit. Test org. unitjupiter.api.Test

org. unitignore orqg. unitjupiter.api.Disabled

@MaritvanDijk77




IntelliJ IDEA

Migrating from javax to jakarta namespace
IntelliJ IDEA by JetBrains * 14K views * 11 months ago

0

M'grat'ng fme In this video, well look at how to migrate an application from using the javax namespace to the jakarta

javax to ]akarta namespace. This change is expected to impact a lot of enterprise Java developers, especially...
namespace

CcC

IntelliJ IDEA. Migrating from JUnit 4 to JUnit 5
IntelliJ IDEA by JetBrains - 18K views - 2 years ago

T&g'_’?t‘;ﬂg from JUnit has been around for a long time, and many applications will have a large number of JUnil tests wrillen
ni using JUnit 4. JUnit 5 was released in 2017, and provides a lot of features that...

to JUnit 5
e

https://www.youtube.com/@intellijidea @MaritvanDijk77



https://www.youtube.com/@intellijidea

Error Prone
Error Prone -

« Static analysis tool for Java to catch common programming mistakes
at compile-time.

« Maven, Gradle, etc.

e IntelliJ IDEA / Eclipse plugin, Command line
e Bug patterns

« Report or fix

e Custom checks

 Includes Refaster: refactor code using before-and-after templates

https://errorprone.info/ @MaritvanDijk77



https://errorprone.info/

)

J-SPRING’

Development using Error Prone
@Sander Mak

Streamlining Large-scale Java SANDER MAK

SING ERROR PRONE

https://www.youtube.com/watch?v=NPuLeolzIRO @MaritvanDijk77



https://www.youtube.com/watch?v=NPuLeoIzIR0

Error Prone

Error Prone Support

Bug Patterns

Refaster Rules

Error Prone Support

Error Prone Support is a Picnic-opinionated extension of Google's Error Prone. It aims to improve
code quality, focussing cn maintainability, consistency and avoidance of common pitfalls.

https://error-prone.picnic.tech/ @MaritvanDijk77



https://error-prone.picnic.tech/

OpenRewrite s Rewrite

« Source code refactoring for framework/API migrations, vulnerability
patches, and static code analysis fixes

e Java, Kotlin & Groovy support
« Run with Maven or Gradle
« Run without a build tool

e Early support for Python, Typescript, ...

https://docs.openrewrite.org/ @MaritvanDijk77



https://docs.openrewrite.org/

OpenRewrite

e Existing recipes
e Upgrade versions

e Migrate libraries

Popular recipe guides

Herz are the arliclgs n this section;

Common static analysis Issue reamediation

Migrate to Java 17

Migrate to Spring Boot 3 from Spring Bool 2

Migrate to Quarkus 2 from Quarkus 1

Migrate to Micronaut 3 from Micronaut 2

Use SLF4&J paramelerized loguing

Automating Maven depandency management

https://docs.openrewrite.org/running-recipes/popular-recipe-guides

ik Rewrite

Automatically fix Checkstyle violations
Migrate to JUnit 5 from JUnit 4

Migrate to Spring Boot 2 from Spring Boot 1
Migrate to Micronaut 4 from Micronaut 3
Migrate to SLF4J from Leg4J

Refacloring with declarative YAML recipes

Migrate Hamcrest ta Assert.)

@MaritvanDijk77


https://docs.openrewrite.org/running-recipes/popular-recipe-guides

Recipe catalog Eg Rewrlte
OpenRewrite et s

Kotlin Pythan

. . N Analyals CircleCl

e EXisting recipes
. . Cloud sultablity analyzer Concourse
 Find by topic

Cucumber GHHub Actions
Hibernate Java
Jankins Kubemetes
KM Micrameatar
Okin QOkHup
Quarkus Recommendations
Gradie Maven
s Static analysis and remediation

https://docs.openrewrite.org/reference/recipes @MaritvanDijk77


https://docs.openrewrite.org/reference/recipes

OpenRewrite ik Rewrite

e Existing recipes

« Can author your own recipes

https://docs.openrewrite.org/ @MaritvanDijk77



https://docs.openrewrite.org/

OpenRewrite ik Rewrite

8 Moderne
RECIPES

ﬁ Varketprace

- Deploy
DRUGANIZATIONS

RESULTS

-
- Heoert recipe s

- ) \ Upgace actions/setup- jJava java-werslor
P Reoint commas w Changes Cooe ¥ use Java LS 1est1and& MAI" QONSOR:
— patern sudcheeg

https://www.youtube.com/watch?v=jOFfCAleUI8 @MaritvanDijk77

A
WO
. “
i fepp.

MAJOR MIGRATIONS MADE EASY



https://www.youtube.com/watch?v=jOFfCAleUI8
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uitomate checks & updates
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Slides & More

https://maritvandijk.com/presentations/keep-vour-dependencies-in-check/

W @MaritvanDijk77


https://maritvandijk.com/presentations/keep-your-dependencies-in-check/

goto;

Don't forget to
rate this session
inthe GOTO Guide app




