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Spent time in helping companies enable their digital
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Areas to improve using Al & ML

/

Build

Waiting for build
tests to run

When your code compiles
after 253 failed attempts

Extra coffee
breaks

\

/

Deploy \

/Feature Flags / DB\

toggles
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Machine Learning 101

@

upervised Learning

™

e Classification
e Regression

Where used?

e Statistical analysis where
datasets exist (House
Prices. Mortgage

VS

\\predictions) /
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Unsupervised Learning

e Clustering

e Dimensionality reduction
Where used?

e Natural Language
Processing, Computer
Vision, Autonomous

\\Technologies /

Continuous
Delivery




Supervised Learning Algorithms for Logs

Provide i
A

2021-11-05 17:21,
[org.spri‘ram e
2021-11-05 1

hm to learn from

anExporter : Located managed bean 'cg
ebinder,context=74cec793,type=Cd

porter : Located MBean 'dataSourde":

83629 --- [ main] 0.s.j.e.a.A

: aMxecuted

OK

OK

OK
tarting beans in phasg OK
sk eimp|'n.-,. :

SYRITT S Rg... OK
. 3629 npl; H e ilabili 3
[DefaultS iche[0 i S/ OK
2021-11-0 i e : Started.
2021-11-G | - i it ion : Starting poller *

omcatWebServer : Tomcat started o
20#1-11-05 17:2 ation : Started PaymentApplication in 1
021-11-0017:21:27% omcat].[localhost].[/] : Initializing Spring Frp
2021-11-05 17:21:27.100 o.servlet.DispatcherServlet : FrameworkServlet
2021-11-00 172127139 IN

0.s.web.servlet.DispatcherServlet : FrameworkServlet
Classified Logs

essor : Starting beans in phasp

OK

OK

Live Data Stream
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Unsupervised Learning Alg

2 DevX Demo > Pipeline

> payment-ser

-C

payment-service-cvtest (uidip:3) ¢

Q =} payment-service =} master -O- Update pipeline paymen 06bba3c (G

T Pipeline % Inputs  =' Artifacts - Commits [ Tests
@ DeployProd v
Service
All Events

Infrastructure
Canary Deployment 1 Log cluster

Canary Deployment 25

Canary Delete as
Primary Deployment d 46m 39

Rolling Deployment

CLUSTER TYPE RISK

Parallel Steps
Verification

® Re

Unknown

#1  1d 46m 25s

Known
Selenium-prod 'm S

WrapUp Lo
Known

Known

Known
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orithms for Logs

> 26/10/202111:56:59  © 1d 50m 31s

Unsupervised Clustering

, payment-
service

GKE-DEV,
GKE-PROD

payment-service-stacke::

MESSAGE

2021-10-26 11:02:32.609 INFO 1 --- [MessageBroker-8)
c.n.p.d.i.PaymentDetailsWithFallback : received event to process
Event{action='SAVE', description='Save paymentPaymentDto{userId="harness’,
accountFrom="current’, accountTo='current', amount=100}'}

2021-10-26 10:48:58.805 INFO 1 --- [nio-808@-exec-1] o.a.c.c.C.[Tomcat].

[localhost].[/] : Initializing Spring FrameworkServiet 'dispatcherServlet'

2021-10-26 10:48:58.805 INFO 1
o.s.web.servlet.DispatcherServl
initialization started

- [nio-8080@-exec-1]
FrameworkServlet 'dispatcherServliet':

2021-10-26 10:48:58.871 INFO 1 --- [nio-8080-exec-1]
o.s.web.servlet.DispatcherServlet : FrameworkServlet 'dispatcherServiet':
initialization completed in 65 ms

all payments executed

Continu

Delivery

€) nikolaos.papageorgiou@harness.io

Console View @D

COUNT MESSAGE FREQUENCY

2021-11-05 17:21:07.200: all payments executed



Harness - Applying Machine Learning to CD
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DevX Demo > Pipelin:

XD  sterttime 02/11/202110:30:16  © 47m 48s
DevX Demo .
payment-service-cvtest (euidip:10)

Overview payment-service |} master -0 Update pipeline paymen 42783a5 (@ G S:rvac?" gEE E;gb © nikolaos.papageorgiou@hamess.io
Builds . . )
Deployments + Pipeline Inputs =" Artifacts - Commits [ Tests Console View
Pipelines o
rAY T (
e o—0 —0 e — —
> [ (
: Build DeployDev DeployProd
Feature Flags
DeployProd
= Service(s) Environment(s)
dat 1332 ration Error Summary
d at: 02/11/2021, 10:33:43 Duration: 44m 21s payment- ) S [ a FaieD | y

Cloud Costs

Step: rollback

|
Details Input  Output
Change — Canary Deployment — Primary Deployment — Execution (Rollb. PR
Intelligence
a
02/11/2021, 11:17:51
—————  —— Q) ——— o o0 ([y o €D o—o— 02/11/2021, N1:17:56
5s
Canary Delete Rolling Deploym Verification rollback WrapUp Rollback 10m
ent dcv);'dcmo—gkc for K8s Task : Rolling Deployment Rollback (Delegat
logs
a
\ J

Selenium-prod
Initialize

082/11/2021 e Initializing.
82/11/2021 E Release Name: [release-1]
82/11/2821

Found following Managed Workloads:

Kind Name
Versioned
loyment payment-service-nikpapag-d
eployment false
82/11/2021
Done

Rollback

INFO 82/11/20821 3 Previous eligible Release is 286 with status S

ucceeded
CONTINUOUS

INFO 82/11/2021
Integration

Rolling back to release 206
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Typical POV Experience
LogMe(®

“It literally took me 1 hour
to onboard my first
service®

Migrating to Microservices

Kubernetes & AWS ECS

GROUPON

“We achieved more in
one day than we did in
two months with
Spinnaker®

Migrating to Microservices

Kubernetes & AWS

Auodi

Deployed first pipeline
In 4 hours

Modernize & Scale CI/CD

Kubernetes & AWS

Openbank©=

Grupo Santander

“Deployed in production
within a week"

Self-Service
Continuous Delivery

AWS EC2, ECS & Lambda

P/12



Application Performance Metrics (Anomalies)

\) Y ) o
APPDYNAMICS dynatrace
% graphite

DATADOG Amazon CloudWatch ( Stackdriver
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s v ‘ XD sterttime 02/11/202110:30:16  ® 47m 48s
DevX Demo .
payment-service-cvtest (Buidip:10) ¢

Overview 3 (2 payment-service } master O Update pipeline paymen... 42783a5 (@ zzfv"":c“" =) g;E gg\éb € nikolaos.papageorgiou@harness.io
Builds . e _
Deployments ¥+ Pipeline 3 Inputs =' Artifacts -o Commits [ Tests Console View
Pipelines o
e — @
. Qe :
Build DeployDev DeployProd
Feature Flags
DeployProd
- - Service(s) Environment(s)
:33: Suratior Error Summ
s 02/11/2021, 10:33:43 Duration: 44m 21s e S PO XD  Error Summary
Cloud Costs )
Metrics Logs
Change — Canary Deployment — Primary Deployment — Execution (Rollb. VIEW:  All Metrics New Relic
Intelligence
a
— M — Q) — 0 @ —o—— «f> O o——
re Canary Deploy Canary Delete Rolling Deploym Verification rollback WrapUp Rollback O
ment ent
payment rvice/re
o Calls per Minute
o ¢y
<
Average Respones T
H H H payment rvice/re
Identify anomalies on the APM metrics Aringe hespones Tine
CONTINUOUS Calls per Minute
Integration
N Continuous
Confidential / © Harness 2021

Delivery



Markov Model

0.7

0.2

Predict the weather ? Easy !!! Use Markov’s Model to
predict the weather based on previous state
Very low accuracy .... Why ?

Confidential / © Harness 2021 @ COf.thnUOUS
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Hidden Markov Model (Weather is not a result of what
weather we had yesterday)

7

0.6\ ]
\ /06

. -
// \\
. R
-~ 04 04 ~~.
\ - ~o I
\ Pie So 1
N A\ 4

Rain Dry

Atmospheric Pressure can be our additional telemetry
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Symbolic aggregate expression (SAX)

PreviouPiaxndwise i glepjatenigiirbma @evies Gimph Series

Z-normalized data

p—
/ \\
/'I‘v ‘\-
1+ i \
/ — -«.:4" \
C{,/ _paa9
= o o \\ Data: _norm
3 _‘/ \ “#= Previous ’aa9
g £ / I\ o C
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l/ \
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- b
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time
https://imotif.github.io/sax-vsm site/morea/algorithm/SAX.html
Continuous
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https://jmotif.github.io/sax-vsm_site/morea/algorithm/SAX.html

Symbolic aggregate expression (SAX)

Time Series becomes a |
text sequence that we |
can compare. |
|
|
|

Previous : abddccbaa

|
SeE SRS s Eh. SR oeee - 2
Current : abbccddba : :
> | I
| AEL . o
Does this sound b ! |
familiar ? ! L J '
== |
R (RN o) Wt e Py RESE ey ) e
| | |
14 a —_— | |
| | 1
0

https://imotif.github.io/sax-vsm site/morea/algorithm/SAX.html
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https://jmotif.github.io/sax-vsm_site/morea/algorithm/SAX.html

& CD Demo > Pipelines > CD Pipeline >

CD Demo - . -
CcD P|pe||ne (Build ID: 45) )4
Overview i+ order-service 8. dev, qa, prod
Builds o )
Deployments ¥ Pipeline 3 Inputs =" Artifacts [ Tests
s ® Deploy to Prod v
¢
g Service s . .
Builds R0 VIEW:  All Metrics All Q
— Infrastructure payment-service-goto-deployment-7f44657d5f-jrh7z Peaks are nOt ImpaCtIng
Value: 12.67 H
the overall understanding
Canary Deployment ‘)

of the Application’s
[payment-servicefin... performance

Errors per Minute

Feature Flags

Canary Deployment 14s
Parallel Steps

Cloud Costs Deployment Verific...
[}

@ Retry#1 = [payment-service/ex..

Errors per Minute
Postman HTTP Ch... 2s
Change
Intelligence
Canary Delete

O

/payment-service/ex...
Calls per Minute

Primary Deployment 6s

Rolling Deployment

o

/payment-service/ex...
Calls per Minute

Continuous
Delivery
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Application Performance Logs

c .
% ¢ elastic
sumologic

w bugsnag ( Stackdriver




Do we need all of them?

splunk > App: Search &Re... v Messages v Settings v Activity v x e P Sv o o

Search Datasets Reports Alerts Dashboards Search & Reporting

Q. New Search

@ Dashboard ~ [Filebeat System] Syslog dashboard ECS O e
host="ip-172-31-3-221" 7 Syslog events by hostname [Filebeat System] ECS Syslog hostnames and processes [Filebeat System] ECS

. ® 2 @ Dans-MacBook
3,814,823 of 3,827,406 events matched  No Event Sampling ¥/ " -
Events (1,528,696) Patterns Statistics =
Format Timeline v — Zoom Out -
: 3 |
3 /
List v JFc o
— i i 5§ t 77
< Hide Fields := All Fields i Time g 8 3¢ otel 77686 X
[ OUmeatenp per 10 e drwxr-xr-x root wheel 96 15:20 Bluetooth
> 2/13/19 [N root wheel 12 15:22 CDIS.custom
10:28:17.00C root wheel 64 2018 CoreDuet
Sel Eiel e Syslog logs [Filebeat System] ECS drwxrwx—-— root admin 1056 01:23 DiagnosticMessages
elected Fields +
Y drwxr-xr-x root wheel 128 05:16 apache2
a host 1 drwxr-xr-x root wheel 992 09:25 asl
P . Time hosthostneme rocess.name message drwxr-xr-x root wheel 64 2018 com.apple.xpc.launchd
a source 1 ' P ‘ 9 —TW-T——T— root wheel 16856878 09:56 corecaptured.log
: > 21319 PR R = i B drwxr-xr-x root wheel 96 19:56 cups
a Sourcetype 10281700( \Y Apr 3, 2019 @ 14:06:08000 Dai icBook-Pro Preview ion falled: 18E226: libxpc. R root wheel 255497 20:38 daily out
drwxr-xr-x displaypolicyd displaypolicyd 160 19:51 displaypolicy
Interesting Field @ Apr 3,2019 Dans-MacBook-Pro  Archive Utility DEPRECATED USE in libdispatch [N Toot wheel 134 19:50 displaypolicyd.stdout.log
nteresting Fields ebug drwxr-xr-x root wheel 9% 2018 emond
index 1 -rw-r--1-- root wheel 46922 23:57 fsck_apfs.log
B > 2/13/19 Apr 3, 2019 @ 14:05:13.000  Dans-MacBook-Pro com.apple.xpc.launch  Endpoint has been activated thriiRBaTES Sl Sub root wheel 156 23:57 fsck_apfs_error.log
linecount 10:28:17.00C dl1] (com.apple.quick —rW-r——r-— root wheel 55977 09:23 fsck_hfs.log
| 1 O 00k[8150)) -rw-r--1--@ root admin 4270497 08:52 install.log
splunk_server —rW-Y T root wheel 1178 19:30 monthly.out
Apr 3, Dans-MacBook-Pro syslogd ASL Sender Statistics drwxr-xr-x@ root admin 576 00:05 powermanagement
< drwxr-xr-x root wheel 64 PPP
P N e root wheel [ :51 shutdown_monitor.log
. Anr 3 2019 @ 13-59-54 000 Nans-MacRnoak-Pro SwitchRasX Contral DFEPRFCATED LISF in lindisnateh)

root admin 1346256 : system.log
root admin 27510 :05 system.log.
root admin 109857 : system.log.
root admin 62887 : system.log.
root admin 17042 :05 system.log.
root admin 86761 :05 system.log.
root admin 24738 : system.log.

admin 30312 :05 system.log.




Entropy

Value of information collected is
What is the value of this result? dropping

Experiment

IAVPIIMNINN?

Toss 1 Toss 2 Toss 3 Toss n Toss n+1

Shannon entropy calculator

Real example how to calculate and interpret information entropy

Alphabet of symbols in the string:0 1
Your string is: 1111111011111 Frequencies of alphabet symbols:

« 0.077->0
« 0923 ->1

Continuous
Delivery
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K-Means with Jaccard Distance

Distance from

) Headlines
Headlines

New tweet
needs to
be
assigned
to a cluster

Trained pre-existing clusters
(Assuming all seeds are
exhausted)

Confidential / © Harness 2021 @ Continuous
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Twitter has predefined tweet categories (K Clusters)

BusinessException \

¢
& . ClassNotFoundException

®
» Three Clusters

resulted in good
allocation of data

ArraryOutOfBoundsException /

Confidential / © H 2021



Twitter has predefined tweet categories (K Clusters)

BusinessException If we had only 3
® seeds we would
& . ClassNotFoundException be forged to .add
null pointers into
® o one of the 3
clusters 11!
o

ArraryOutOfBoundsException

Null Pointers

Confidential / © H 2021 @ COf.thnUOUS
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Why not increase the number of Cluster to a bigger number?

2017-11-11 05:57:55, 239, 996 [32Zm[pool-10-thread-6][0;39m
[31mMWARN [0;39m
[36msoftware.wings.service.impl.AlertServicelmpl[0;39m -
Alert opened:
Alert(accountld=UMnS5VYHwSYuzO9EPZFTVhQ,
type=NoActiveDelegates, status=Open, title=No delegates .
are available, category=Setup, severity=Error, A
alertData=NoActiveDelegatesAlert(accountid=UMnSVYHwSYu
ZO9EPZFTVhQ), closedAt=0)

- -~
2017-11-10 20:33:26, 996 [32m[pool-10-thread-6][0;39m W

[31mWARN [0;39m
[36msoftware.wings.service.impl.AlertServicelmpl[0;39m -
Alert opened: Alert(accountid=axNvTFUnSr2FidhMRZdteA,
type=NoActiveDelegates, status=Open, title=No delegates are
available, category=5Setup, severity=Error,
alertData=NoActiveDelegatesAlert(account!d=axNvTFUnSr2Fi Same Log error different cluster,

thMRZdtcA), closedAt=0) d why?

Confidential / © Harness 2021 p Continuous
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Noise? Use neural nets to define the K

Non-Neural Net Trained Neural Nets
A B
0.8 .“l . g '\
Lt W :. 0.4 & »| 3...
0.6 0o 8 S8, % %, % oo
ot n e e, v gapeies o
0.4 b ® \ =)
.“’oo.“.. .r: o.‘. . .:_‘..;? s ? 7
0.2 .G.'.O 0 ., 0 %»o‘ .'.‘ > =
0 248 3-;“'.00 = ~| z a'. Qo C_o— .:% | s °° 9
8 oo.. ..'og ®e 0'0 :. % .; - Ll -0.2 | '..é;:. >
.3‘ .3 ¢ :° .~ .. ® -0.4 il : ! .
~0.4 ..n ° ® o e ‘ @
1N o s &
-0.6 00!:"0 = = .“,, -0.6
e . . Q.‘ Q x
-0.8 e. & o o
-0.5 0 0.5 -0.5 0 0.5
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CD Demo

Overview

Builds

Pipelines

e

Builds

eature Flags

Cloud Costs

Change
Intelligence

2 CD Demo > Pipelines > CD Pipeline >

CD Pipeline (suidp: 43)

4

order-service 9. dev, qa, prod

T Pipeline

® Deploy to Prod
Service
Infrastructure
Canary Deployment
Canary Deployment
Parallel Steps
Deployment Verific
@ Retry#1
Postman HTTP Ch.
Canary Delete
Primary Deployment

Rolling Deployment

Artifacts L Tests

MEUICS  LOgS

All Events Stackdriver

Log cluster

17s

CLUSTER TYPE RISK

Unknown

Unexpected

Known

RuntimeExceptions split into different clusters based

MESSAGE COUNT
java.lang.RuntimeException: java.io.I0Exception: Error reading and writing to

file at 14
i0.T0ExceptionGenerator . generateI0Exception(I0ExceptionGenerator. java:16) at
inside.RequestException.doGet(RequestException.java:128) at.

java.lang.RuntimeException: java.io.FileNotFoundException: could not find the

file at 269
file.FileExecptionGenerator. generateFileNotFoundException(FileExecpti onGererctm
java:22) at inside.RequestException.doGet(RequestException.java:125) a
java.lang.NullPointerException: Null pointer exception at

com. real time. StreanProcessor.processStreamdata(StreasProcessor. java:13) at 58

inside.RequestException. doGet(RequestExcep! ava:108) at
javax.servlet.http. HttpServlet.service(HttpServiet. java:635) at..

H

java. Lang. Runt-imeException: Method throws runtime exception at

.runtime.RunTimeExceptionGenerator. generateRunTimeException(RunTimeExceptionG 69
enerator. java:16) at inside.RequestException.doGet(RequestException.java:93) at
javax. serviet_http.HttpServiet. service(HttpServlet. java:635) at..

> 17/10/202120:14:06 © 3m 27s

€) diego.pereira@hamess.io

Console View @D

MESSAGE FREQUENCY

Showing 4 of 4

on the message/context Neural Nets removing the noise of unique data points

(IDs)

Confidential / © Harness 2021 Continuous
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#\ advanced

Compelling Event:
Migrating to AWS Public Cloud.

Time-To-Value:

Onboarded 10 app teams (~100
services) in less than 2 months. Most
teams onboarded on day 1.

Martin Reynolds
Head of DevOps
Advanced

DevOps deploy
2 days to deploy
2 days to onboard dev teams

Manual Verification & Rollback

Developers deploy
2 hours to deploy
2 hours to onboard dev teams

Automated Verification & Rollback



CD Pipeline (suidp: 49)

2. dev, qa, prod

% Pipeline 3% Inputs

> [ b 1 “ '
— 1 @ g 1 @ 9

=* Artifacts L Tests

Deploy to Dev

Deploy to Prod
22/10/2021, 11:08:20

Deploy to QA Jira Approval

nm
Duration: 2h 34s

— Canary Deployment

>——o oﬂo o

Service

Infrastructure

Deploy to Prod

Environment(s)

i @) Error summary
pro

Step: Deployment Verification

Started On: Oct 22

Duration: 5 min

Console View

FAILED

Canary Deploy
ment

Confidential / © Harness 2021

HTTP

Postman HTTP
Check

('Y

v

Deployment Veri
fication

o—0n

o o X © D@

Canary Delete
SUMMARY

8 OUT OF 24

Metrics in violation
View Details =

Continuous

Delivery

CANARY

2 OUT OF 4

Log Clusters in violation
View Details -



Case Study - SaaS

ENTUR

Compelling Event:
Existing CI/CD process was not
able to scale

Time-To-Value:
DevOps Engineers deploying on-
demand in a matter of weeks.

Tommy Bo
DevOps Engineer
Entur

Custom scripts containing

1000s of lines of XML & 0L ConEEIErE
Weekly deployments Deploy on-demand

20% change failure rate 5% change failure rate
Deployment failure required Automated Verification and
a 2 hour manual roll-back Rollback

75% Reduction in Downtime



Overview

Builds
Deployments

Pipelines

¢

Builds PROJECT SETUP

Feature Flags

Cloud Costs

Change
Intelligence
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v/ Overview

> Pipelines »

Source Code

¥ ) Execution

Approval

o) \
Cl - Build

o) o

Add step

(o]

O

CD - Deploy

Advanced

PIPELINE STUDIO

O O

<

O

Q

Web App Add Stage

OOTB Approval steps to govern the pipeline using in-

line and Jira

Continuous

Delivery



Harness - Applying Machine Learning to CI

Call Graph: com.nikp.payment.api.MVCControllerTest

w

SOURCE CLASS

fe) several metrics MVCControllerTest
O dependencies ID 1886114823

Package com.nikp.payment.api
o touch mode code

Class MVCControllerTest
o likely to fail Type st
O  overtesting

".\ Continuous

Integration
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Testing is the Biggest Bottleneck!

A recent GitLabs survey that targeted developers and
engineers found that testing is responsible for more delays
than any other part of the development process.

Where in the development process do you encounter the
most delays?

Testing 52%
Planning 47%
Deploying to Production 31%
Code Reviews 30%
Code Development 27%
Monitoring 25%
Test Data Management 20%

Other 5%

Confidential / © Harness 2021

Where are the Main Hold-ups in the Software
Production Process?

63%

0,
32% 30%

23%
22% 21% 0

16%

Plan  Pre-test Build Test/QA Release Deploy Review/
Code improve

c.\ Continuous

Integration




Test Intelligence e Machine Learning used to determined which

tests most likely to fail: run those first to fail fast

Project name Builds Execution
CTEZE Build (€xecution D: 5467) e Only run tests that can be affected by the code
Projects BUILD Repository Commit Commit Message TRIGGER Trigger name
© #3  ome e change made
PR
C © Pipeline © Inputs © Commits © Tests ) Artifacts © Trigger )
Deployments
‘.’, Test Execution Overview ® 20m13s Testcase Execution Result Test Selection Breakdown
B Failed Passed By test types
Builds E—
Correlated with Code Changes 220 e —————
Total Tests # of Selected Tests ] . . ] SEaa=s
1000 300 " g
Feature Flags ENEEEn New Tests 60 e —
[ ]
a
Tests Skipped ENEEEn
700 [ [ ] [ Updated Tests 20 —
Cloud Costs [ | [ | [ ]
ENEEsEE
vfnhn:‘:::ou Files with No/Partial Coverage Test Cases Execution Show only Failed tests Failure Rate &
Test Coverage Before Test Coverage After T s uration T ¢ Falle Failt
v est Suite name
8m 15s 300 213 28% G
0, 0,
66.7% 53.6% |
v Classname
Only Uncovered Methods Least Coverage &
# File Name Coverage Commit ID
(5 Casper.capture() Failed 15s
/\ FilesUtils.java 5% 438b6c2
Methods Affected All Methods 2. Casper.capture64() Failed 15s
main(String(]) covered 3. Casper.capture256() Failed 15s

Confidential / © Harness 2021 “.\ Continuous
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Test Intelligence Results

Test Intelligence Applied to Open-Source Projects

Project Name Avg Build Avg Build Execution % Time Savings

Execution Time Time With TI

Without TI

Portal (Harness) 43 mins 32 mins 25%
Incubator Pinot 338 mins 228 mins 32%
Hudi 58 mins 43 mins 25% 3 50/0
RocketMQ 4.6 mins 3.1 mins 32% Average Time Saved
Spring Cloud Alibaba 0.744 mins 0.59 mins 20%
Incubator Shenyu 1.16 min 0.4 min 65%
Sentinel 1.90 min 1 min 47%

Confidential / © Harness 2021 C’a Continuous

Integration
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Thank youl

November 2021



