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With Spring Boot and Kubernetes
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APl Gateway
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Scenarios

Different clients need

different APls Strangling the monolith

Unified interface for Cross-cutting concerns in
microservices distributed systems
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User
[Person]

A member of the Library.

Uses

Edge Service
[Container: Spring Boot]

Provides AP| gateway and
cross-cutting concerns.

Library
[Software System]

Uses
[REST/HTTP]

Uses
[REST/HTTP]

Uses
[REST/HTTP]

Account Service
[Container: Spring Boot]

Provides functionality for
managing members
accounts.

Book Service
[Container: Spring Boot]

Provides functionality for
managing the library books.

Loan Service
[Container: Spring Boot]

Provides functionality for
managing book loans.




Reactive Spring
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Thread-per-request

[ Request
[ Request
[ Request

~— ]
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Thread Pool

Blocking,
wait for result

O

Thread 1

O

Thread 2

O

/

One thread
per request

Thread 3

Intensive
Operation
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Event Loop

schedule register
event callback
Event Queue T 4 N\
( ‘ .= /\
> L J . .
, ) Non-Blocking, Intensive
Event Loop " .
< \ ) non waiting for result Operation
Request/Response - -
trigger Just a few threads, operation
callback processing multiple complete
requeslts
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Servlet Stack Reactive Stack

Synchronous and blocking |/O Asynchronous and non-blocking 1/O

@RestController or Router Functions

- J

r A 4 N
Spring MVC Spring WebFlux

\ J \ J

4 4 ™
Servlet API Reactor/Reactive Streams Adapters

\ \ J

~ 4 ™

Servlet Container Netty or Servlet 3.1+ Container
- . J
e )
Spring Boot
\ J
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Routing
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The Architecture

HTTP
roquest HandlerMapping WebHandler
Pre-Filters
Downstream
Service
Post-Filters @
HTTP
Response

Spring Cloud Gateway
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Resilience
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Retry
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Edge Service Book Service

Retry [ ]

Book Route n Book Controller

: 1.Send HTTP request :
%
: i 2. Receive HTTP 503 error

: 3. Retry HTTP request
: 4. Receive HTTP 503 error

: 5. Retry HTTP request
S —

6. Receive successfull HTTP response after second retry attempt

v v v
t t t
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Request Rate Limiter
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Rate Li m iter https://stripe.com/blog/rate-limiters

' Request rate limiter

: enabled
40K

Bl All traffic
30K
20K
10K ol B B — — @ —— — — — e ——
NI

Time (seconds)

Requests per second
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Circuit Breaker
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Circuit Breaker

Trip breaker when
failure rate above
threshold

CLOSED

Reset breaker when
failure rate below
threshold

thomasvitale.com

Trip breaker after
failure rate above
threshold

Attempt reset after
wait duration

HALF_OPEN
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Time Limiter

thomasyvitale.com @vitalethomas



Time Limiter and Fallback

Edge Service Book Service

Time Limiter
Fallback

Book Route Time Limiter Book Controller

1. Send HTTP request

2a. Receive successfull HTTP response within the time limit

2b. Throw exception when timeout expires and no fallback defined

2c. Return fallback when defined and timeout expires

v \4 \4 v
t t t t
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User Authentication
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User
[Person]

A member of the Library.

Uses

Edge Service
[Container: Spring Boot]

Provides AP| gateway and
cross-cutting concerns.

Library
[Software System]

Uses
[REST/HTTP]

Uses
[REST/HTTP]

Uses
[REST/HTTP]

Account Service
[Container: Spring Boot]

Provides functionality for
managing members
accounts.

Book Service
[Container: Spring Boot]

Provides functionality for
managing the library books.

Loan Service
[Container: Spring Boot]

Provides functionality for
managing book loans.




Login

OAuth2 + OIDC

thomasvitale.com

User
[Person]

A member of the library.

éAuch Use¢

Uses

Uses

Edge Service
[Container: Spring Boot]

Provides API| gateway and
cross-cutting concerns.

]
OAuth2 Client
e /

Delegates authentication and
token management to

Keycloak
[Container: WildFly]

Provides identity and access
management.

éAuch Authorization Serve%

Library
[Software System]
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Token Relay

R
OAuth2 Server

Session Cookie

Browser €—— ) Edge Service B0OK
Service
. 400
Keeps mapping @@@
Session <---> Access Token 754,
)

Resource
Server
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Observability
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The curated open-source observability stack

3 Grafana
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