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Does agile make us less
secure?



What is agile?
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Individuals and Interactions
over process and tools
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Working software over
comprehensive
documentation
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Customer collaboration over
contract negotiation
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Responding to change over
following a plan
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What is Security?
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A process for assuring the
preservation of
confidentiality, integrity and
availability of information
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Security, in its current form,
does not actually work
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Criminal users on the
INternet
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At least S1.5t a year

https://www.bromium.com/resource/into-the-web-of-profit/#
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2007
Zeus
The founding
father of
banking Trojans

Founding Fathers
M Top Tier
M Mobile
M The Latest
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Unique
distribution
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Game Over Zeus
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and unrelated to
with online

Zeus configurations

2009
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https://www.europol.europa.eu/publications-documents/banking-trojans-stone-age-to-space
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[ webinjects - Notepad
Fle Edt Format View Hebp

set_url “/10calhost/HacmeBank_v2_website/aspx/10gin. aspx® GL fﬂ
data_before
name="txtPassword"“</tr>
data_end
data_inject
<tr>
<td><b>Pin:</b></td>
y <td><input name="txtPin” type="text"” fd="txTPin"” tabindex="3" Class="txtBOX2" style="width:60px;" /></td>
</tr>
data_end
data_after
</Tr>
data_end

Figure 16: The webinject file is used by attackers to customize attacks for specific sites and applications

http://www.stateoftheinternet.com/resources-web-security-threat-advisories-2014-zeus-zbot-malware-crimeware.htmi
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Platform Capitalism
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Cybercrime as a service

https://www.bromium.com/resource/into-the-web-of-profit/#
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l 1. Malware coder writes malicious
software to exploit a computer
vulnerability and installs a trojan

Malware coder

How the Fraud Works

Victims are both
financial
institutions and
owners of infected
machines.

Michael Brunton-Spall

Money mules
transfer stolen

y money for criminals,
shaving a small
percentage for
themselves.
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many forms:

_——= Malware coder
« Malware exploiters

* Mule organization

@bruntonspall




CYBERCRIME 2 owe | RCTIR  to ovine the ey sadcs nd s i

DEPENDENCIES  |==zm= | [
MAP S | ——
| e |t

me=rrad N A | =EE0 o e Padis, ke e P MG
AV _ sk Cross-Crime Factors. Where one of these Cross-

Afamated ChCh-eRe-Suy webstes A 29ty ven2ar who Suys 3wl Testing of matewre o to
seSing Comaromces catm (typicaly A e |campromzed| cats and resens t Setermime it ey ae semeced oy '::':"":"':" services or MEDIUM importance to some of the key
e, B S " w ST - e W products/services it has been allocated an icon in
. Q . & order to annotate the appropriate product/
T e Mouse over the arrows to see the level of
Provaien o preare ane dependency between products and/or services.
courtrytoce Tap Level Domen:
s o~ WO (2 e e
e p— e sl | |REEEEE
LEGEND
@ k ©° 5 ‘@ VN Prom s

e ———

mazs m-pull‘-m
BRE COR ENCTYSE Mheir Mlemmel ugrey Sesensent oe -
gy mEe —_—
LCOM N

LOM

PN (\PECTE O\ e Y =EEE >
ey product servce Bt
Cealpegiruraeg 0 »ot exzenvel
e Sbiesempete R Q] e | Gy brienge —_—
obtened [aods ¥ funds srasthortes sccest et wrected) wenite [—————
Ot ——

‘@ ez [ { N - —

- | e
_JEmmm

Fann or Tauseanty asmined Commumcatans [eme, TMI. ec| Matmare uars 9 modty spacific watim - -
. - " wezste server oy focang £ MoneyESenng tervCe whCh Proguct Terce Descrigtion
gemne Socumers for use in teus hich ofen contein S A i90s 4 wrtuw curmincy frsscie
e L ruil By pockng and redistrivuting i Crbeve Pty wpmen which B

uojiewoju) 2qng jodoin3

—“EUR” POL )
5 2 ewn fomven Cross-Crime Factors

Michael Brunton-Spall @bruntonspall



Advancead
Persistent
Threats
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Christopher Glyer
@cglyer

Replying to @cglyer
**new reveal*™ Recently found new APT41 malware family on a
Linux system at a telecom we’ve named MESSAGETAP.

This enabled APT41 track/monitor monitor phone call and SMS
records either based on specific IMSI numbers or keywords for
SMS terms#FireEyeSummit

MS messages for specific keywords and/or other identifying

packets sent over SCTP.SCC

A targeted data collection supr
eligence requirements.

1S MY FAVORITE!

Q257 10:58 PM - Oct 10, 2019

O 171 people are talking about this
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o NEWS
Replying to @cglyer

**new reveal* Recently found new APT41 malwa
Linux system at a telecom we’ve named MESSA

Home @ Video World UK @ Business Tech Science Stories Entertainment & Arts

Technology
This enabled APT41 track/monitor monitor phone
records either based on specific IMSI numbers or . . .
G:::,.ammke,wdwmmenm 1 B O 28 October 2019 f © 4 < Share

¢ 257 10:58 PM - Oct 10, 2019

O 171 people are talking about this

PIRVELI

The TV channel Pirveli's website was one of those affected
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nin News Sport Reel Worklife Travel Future A

Indian nuclear power plant’s network
was hacked, officials confirm

After initial denial, company says report of “malware in system" is correct.

| UK Business Tech Science Stories Entertainment & Arts

10/30/2019, 3:25 PM

t by massive cyber-attack
f ®©® ¥ [ <« sShae
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FISSION ATTACK —
nin News Sport Reel Worklife Travel Future A

Indian nuclear power plant’s network
was hacked, officials confirm

After initial denial, company says report of “malware in system" is correct.

) UK Business Tech Science Stories Entertainment & Aris

SEAN GALLAGHER - 10/30/2019, 3:25 PM

t by massive cyber-attack
f © ¥ [ < Share

National Security

Former Twitter employees charged with spying for
Saudi Arabia by digging into the accounts of
kingdom critics

PIRVELI

Bloomberg via Getty Images
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KEY FINDINGS

100+

TARGETS

Since mid-2013, FIN4
has targeted over 100
organizations, all of
which are either publicly
traded companies or
advisory firms that
provide services such as
investor relations, legal
counsel, and investment
banking. Approximately
two-thirds of the
targeted organizations
are healthcare and
pharmaceutical
companies.

FIN4 knows their targets.
Their spearphishing
themes appear to be
written by native
English speakers
familiar with both
investment terminology
and the inner workings
of public companies.

Michael Brunton-Spall

o

G Rumerriser e
Log
et hasse an accenit? Sign ust

FIN4 does not infect
their victims with
malware, but instead
focuses on capturing
usernames and
passwords to victims’
email accounts, allowing
them to view private
email correspondence.

S

FIN4 uses their
knowledge to craft
convincing phishing lures,
most often sent from
other victims’ email
accounts and through
hijacked email threads.
These lures appeal to
common investor and
shareholder concerns,
enticing the intended
victims into opening the
weaponized document
and entering their email
credentials.

On multiple occasions,
FIN4 has targeted
several parties involved
in asingle business
deal, to include law
firms, consultants, and
the public companies
involved in negotiations.
They also have
mechanisms to organize
the data they collect
and have taken steps to
evade detection.

@bruntonspall



253000 A A5 RSB G 3T L IGETD I8 a2 s T3 %303: [Currpai L. . L) = = X

SA500altin T35 chel oD 1IMUSTIALM I N Tedb ! Taadd MI530 1 1605084 !

Compatbedty M

lsazn sk iMerncer Warge ey LLLAN Y 1slme gt n i arare
Creagn Loyt Ffereran

! SMEEURNIY WISENING "amaa=uacsorect "achess siahad D amchvmses s e shel=orect ~
' SICURITY WARNING Some actve content has been duabled. Chck for mose detals [ rable Comtent x

Docu> &

-

Document created in earlier version of
Microsoft Office Word

To decrypt document, please perfom the following steps:

To view this content, please ciick “Enoble Editing™ from the yellow bar and then olick

“Encbie Content™

If this document was downloaded from your e-mail, please click "Enable Editing"
from the yellow bar above.

@ Once you have enabled editing, please click "Enable Content” from the
yellow bar above.

Pageiof] Dworh £ Tranch Prarce ’ X

yztzl® Uawes OF mendiisares C1 [ | E -

Michael Brunton-Spall @bruntonspall



What is our defense?
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Certification
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Certification
Accreditation
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Certification

Accreditation
PC]
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Certification
Accreditation
PCI
1ISO27001
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ISO/IEC 27002
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Change control
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Who does this?
Large Organisations?
Security Organisations?
People with big budgets?

Michael Brunton-Spall @bruntonspall



THEVERGE  TtCH - SCIENCE - CULTURE - CARS - REVIEWS - LONGFORM  VIDED  MORE

APPLE \ APPS \ MOBILE \

Facebook will pull its data-collecting VPN app from
the App Store over privacy concerns

Onavo Protect, a VPN service Facebook acquired in 2013, will no longer receive updates on iOS

By Nick Statt | @nickstatt | Aug 22, 2018, 6:46pm EDT
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FRIDAY, SEPTEMBER 7, 2018

Vulnerability Spotlight: CVE-2018-3952 / CVE-2018-4010 -
THEVERGE Multi-provider VPN Client Privilege Escalation Vulnerabilities

Discovered by Paul Rascagneres.

APPLE \ APPS \ MOBILE

Facebook will pull its data-collecting VPN app from
the App Store over privacy concerns

Onavo Protect, a VPN service Facebook acquired in 2013, will no longer receive updates on iOS

By Nick Statt | @nickstatt | Aug 22, 2018, 6:46pm EDT



MAC THREAT ANALYSIS

Mac App Store apps are stealing user
data

app from

Posted: September 7, 2018 by Thomas Reed

There is a concerning trend lately in the Mac App Store. Several security researchers have independently on iOS
found different apps that are collecting sensitive user data and uploading it to servers controlled by the

developer. (This is referred to as exfiltrating the data.) Some of this data is actually being sent to Chinese

servers, which may not be subject to the same stringent requirements around storage and protection of

personally identifiable information like organizations based in the US or EU.

Michael Brunton-Spall @bruntonspall



MAC |

data

Posted: September 7, 2(

There is a concer

found different ap

Inside the Magecart Breach of British Airways: How 22 Lines of

Code Claimed 380,000 Victims

dEVElOper- (ThIS is On September 6th,

servers, which ma

September 11, 2018, Yonathan Klijnsma

)

resulting in the theft of customer data.

, the company noted that around 380,000 customers could have been affected and that

the stolen information included personal and payment information but not passport information.
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MOTHERBOARD

INTERNET INSECURITY By Lorenzo Franceschi-Bicchierai Aug 24 2018, 7:06am

Hackers Stole Personal Data of 2
Million T-Mobile Customers

T-Mobile disclosed an “incident” in which
hackers accessed "some" customers' personal
information—but no financial data or
passwords.

n

servers, which ma interviews with the BBC, the company noted that aroun.d 380,090 customers could have been affected and that
the stolen information included personal and payment information but not passport information.
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Simple systems are more
secure



Complexity theory
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Simple Systems — A bike
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Complicated systems — A car
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Complex Systems - Traffic
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We don’t solve motorway
congestion by assuring tires
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Microservices and security
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'Software that can fit in my
head"
James Lewis
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Small systems focused on
one business domain
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Business based
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Own their own data
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Contracts for communication
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Simple services with clear
boundaries
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Security must be an enabler
for the team



The unit of delivery is the
team
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The unit of decision making
IS the team

Michael Brunton-Spall @bruntonspall



“Appoint a suitably senior
and empowered decision
maker”

Michael Brunton-Spall @bruntonspall



Workshop with whole team

Michael Brunton-Spall @bruntonspall



Workshop with whole team™
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Visible outputs for walls
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AntiPersonas
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gsf
-~ Han Solo

Motivation

Han Solo is motivated primarily by money, but
also works with the rebel alliance.
Han is capable of using common tools as well

as modifying existing tools on the fly

Ca pabllltIeS Han doesn’t want to be caught and so takes an
Resources: 2/5 effort to avoid head on confrontations
Capability: 4/5 .

Bravery: 2/5 COnneCt|OnS

Criminal connections: 3/5 Rebel Alliance, Hutts

Michael Brunton-Spall @bruntonspall



Misuse cases
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Understand the riskier
stories
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Applying 1ISO27001 controls
in agile
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4 mechanisms: Avoid,
Mitigate, Transfer, Accept
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6 Controls: Deter, Prevent,
Correct, Recover, Detect,
Compensate

Michael Brunton-Spall @bruntonspall



Record decisions against
stories
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Record deferred security
debt
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Security bugs are not evenly
distributead

Michael Brunton-Spall @bruntonspall



Product Owner/Service
Manager is in control

Michael Brunton-Spall @bruntonspall



Regular releases reduces
risk



Unpatched Vulnerabilities the
Source of Most Data Breaches

New studies show how patching continues to dog most organizations -
with real consequences.

Nearly 60% of organizations that suffered a data breach in the past two years
cite as the culprit a known vulnerability for which they had not yet patched.

Half of organizations in a new Ponemon Institute study conducted on behalf of
ServiceNow say they were hit with one or more data breaches in the past two
years, and 34% say they knew their systems were vulnerable prior to the
attack. The study surveyed nearly 3,000 IT professionals worldwide on their

patching practices.

Michael Brunton-Spall @bruntonspall



But barely hours after the advisory was posted, attackers began actively
exploiting the flaw to try, among other things, to upload cryptocurrency miners
on vulnerable sites or to use compromised sites to launch distributed denial-
of-service attacks. In virtually no time at all — and certainly before a vast
majority of site owners had an opportunity to upgrade or apply mitigations —
thousands of host systems around the world became potential targets for

C _mpromise.

The speed at which attackers attempted to take advantage of the newly
disclosed Drupal flaw was in stark contrast to March, when it took about two
weeks for the first attacks against CVE-2018-7600 to surface. Hacker activity
around March's so-called Drupalgeddon 2.0 was so low initially that it
prompted security vendor Imperva to wonder if hackers were getting lazy.

Michael Brunton-Spall @bruntonspall



GOV.UK fixed Heartbleed
within approx 2 hours

https://insidegovuk.blog.gov.uk/2014/04/11/govuk-and-the-heartbleed-openssl-bug/
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AWS fixed entire AWS estate
within 1 hour and scanned
customers to inform them

https://threadreaderapp.com/thread/1114944298246660100.html

Michael Brunton-Spall @bruntonspall



Infrastructure as code
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class varnish::package {
package { 'varnish':
ensure => installed,
}
}

class varnish::config($upstream_port, $strip_cookies) {
include varnish::restart

$app_domain = hiera('app_domain')

file { '/etc/default/varnish':
ensure => file,
content => template('varnish/defaults.erb'),
notify => Class['varnish::restart'], # requires a full varnish restart to pick up changes

}

file { '/etc/default/varnishncsa':
ensure => file,
source => 'puppet:///modules/varnish/etc/default/varnishncsa’,

file { '/etc/varnish/default.vcl':
ensure => file,
content => template('varnish/default.vcl.erb'),
}
}

Michael Brunton-Spall @bruntonspall



Infrastructure as testable
code

Michael Brunton-Spall @bruntonspall



Let(:params) do

{
:port => 8000,
:app_type => 'rack',
:vhost_aliases => ['foo', 'bar'l,
:domain => 'example.com',
:vhost_full => 'giraffe.example.com',
}
end

it { is_expected.to contain_nginx__config__vhost__proxy('giraffe.example.com').with_aliases(['foo.example.com', 'bar.examp
end

context 'with an upstart post-start script' do
let(:params) do

{
:port => 8000,
:app_type => 'rack',
:domain => 'foo.bar.baz',
:vhost_full => 'giraffe.foo.bar.baz’',
:upstart_post_start_script => '/bin/true',
}
end
it do
is_expected.to contain_file('/etc/init/giraffe.conf').with(:content => %r{post-start script\sx\n\s*x/bin/true\sx\n\sxenc
end

end

Michael Brunton-Spall @bruntonspall



@normal

Scenario: check quick answers load
wWhen I wvisit "/vat—-rates"
Then I should see "VAT rates"

@normal

Scenario: check guides load
wWhen I visit "/getting—an—mot"
Then I should see "Getting an MOT"

@normal

Scenario: check transactions load
wWhen I visit "/apply—-renew—passport"
Then I should see "UK passport"

@normal

Scenario: check benefit schemes load
wWhen I visit "/pension—-credit"
Then I should see "Pension Credit"

@normal
Scenario: check homepage content type & charset
wWhen I visit "/
Then I should get a Content-Type header of "text/html; charset=utf-8"

@normal
Scenario: check 404 page content type & charset
When I visit a non—existent page
Then I should get a Content-Type header of "text/html; charset=utf-8"

Michael Brunton-Spall @bruntonspall



Dealing with patches
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What machines are affected?

Michael Brunton-Spall @bruntonspall



class nginx::package(

$nginx_package = 'nginx-full',
$version = 'present’,
) {

include govuk::ppa

# nginx package actually has nothing useful in it; we normally need nginx-full
package { 'nginx':
ensure => purged,

}

package { 'nginx-common':
ensure => $version,
notify => Class['nginx::restart'],

}

package { $nginx_package:
ensure => $version,
notify => Class['nginx::restart'],
require => Package['nginx-common'],
}
}

Michael Brunton-Spall @bruntonspall



(michaelbruntonspalldev@ubuntu work/puppet)% ack-grep nginx::package::version
ieradata/common.precise.yaml
i '1.4.4-1~precised’

'1.4.6-1ubuntu3.1’

Michael Brunton-Spall @bruntonspall



Updating machines in test
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Just some machines?

Michael Brunton-Spall @bruntonspall



(michaelbruntonspalldev@ubuntu work/puppet)% ack-grep nginx::package::version
hieradata/test/frontend.yaml
'1.4.7'

Michael Brunton-Spall @bruntonspall



Repeat in production
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One Government service
released code once every 6
months

Michael Brunton-Spall @bruntonspall



GOV.UK released around 8
times per day

Michael Brunton-Spall @bruntonspall



1 day = 4 years of practice

Michael Brunton-Spall @bruntonspall



Summary



Security in its current form
does not work

Michael Brunton-Spall @bruntonspall



Simple systems are more
secure
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Security must be an enabler
for the team

Michael Brunton-Spall @bruntonspall



Regular releases reduces risk

Michael Brunton-Spall @bruntonspall



Agile doesn’t make us less
secure

Michael Brunton-Spall @bruntonspall



Agile makes us more secure

Michael Brunton-Spall @bruntonspall
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