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What is agile?
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Individuals and Interactions 
over process and tools
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Working software over 
comprehensive 
documentation
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Customer collaboration over 
contract negotiation
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Responding to change over 
following a plan
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What is Security?
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A process for assuring the 
preservation of 

confidentiality, integrity and 
availability of information



Security, in its current form, 
does not actually work
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2006
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2010
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2013
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2018
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Criminal users on the 
internet
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At least $1.5t a year

https://www.bromium.com/resource/into-the-web-of-profit/#



Michael Brunton-Spall @bruntonspall
https://www.europol.europa.eu/publications-documents/banking-trojans-stone-age-to-space
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Platform Capitalism
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Cybercrime as a service

https://www.bromium.com/resource/into-the-web-of-profit/#
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Advanced 
Persistent 

Threats
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What is our defense?



Michael Brunton-Spall @bruntonspall

Certification
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Certification
Accreditation
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Certification
Accreditation

PCI
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Certification
Accreditation

PCI
ISO27001
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Change control
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Who does this?
Large Organisations?

Security Organisations?
People with big budgets?
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Simple systems are more 
secure
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Complexity theory
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Simple Systems – A bike
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Complicated systems – A car
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Complex Systems - Traffic
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We don’t solve motorway 
congestion by assuring tires
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Microservices and security
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"Software that can fit in my 
head"

James Lewis
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Small systems focused on 
one business domain
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Business based
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Own their own data
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Contracts for communication
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Simple services with clear 
boundaries



Security must be an enabler 
for the team
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The unit of delivery is the 
team
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The unit of decision making 
is the team
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“Appoint a suitably senior 
and empowered decision 

maker”
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Workshop with whole team
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Workshop with whole team*
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Visible outputs for walls
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AntiPersonas
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Han Solo
Motivation
Han Solo is motivated primarily by money, but 
also works with the rebel alliance.
Han is capable of using common tools as well 
as modifying existing tools on the fly
Han doesn’t want to be caught and so takes an 
effort to avoid head on confrontations

Capabilities
Resources: 2/5
Capability: 4/5
Bravery: 2/5
Criminal connections: 3/5

Connections
Rebel Alliance, Hutts
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Misuse cases



Michael Brunton-Spall @bruntonspall

Understand the riskier 
stories
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Applying ISO27001 controls 
in agile
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4 mechanisms: Avoid, 
Mitigate, Transfer, Accept
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6 Controls: Deter, Prevent, 
Correct, Recover, Detect, 

Compensate
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Record decisions against 
stories
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Record deferred security 
debt
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Security bugs are not evenly 
distributed
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Product Owner/Service 
Manager is in control



Regular releases reduces 
risk
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GOV.UK fixed Heartbleed 
within approx 2 hours

https://insidegovuk.blog.gov.uk/2014/04/11/govuk-and-the-heartbleed-openssl-bug/
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AWS fixed entire AWS estate 
within 1 hour and scanned 
customers to inform them

https://threadreaderapp.com/thread/1114944298246660100.html
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Infrastructure as code
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Infrastructure as testable 
code
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Dealing with patches
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What machines are affected?
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Updating machines in test
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Just some machines?



Michael Brunton-Spall @bruntonspall



Michael Brunton-Spall @bruntonspall

Repeat in production
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One Government service 
released code once every 6 

months
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GOV.UK released around 8 
times per day
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1 day = 4 years of practice



Summary
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Security in its current form 
does not work
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Simple systems are more 
secure
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Security must be an enabler 
for the team
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Regular releases reduces risk
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Agile doesn’t make us less 
secure
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Agile makes us more secure
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