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DIGITAL NALVES



MEME ME

MSc Student in Advanced Computing

Specializing in Cryptography and Security

Research in privacy for current internet protocols , ‘

Teach High School Students about Privacy and Internet self-defense

Occasional blogger at www.amagerhalshug.dk and a DJ specializing 1in disco,
funk and “baby-makers”



http://www.amagerhalshug.dk

DIGITAL NATIVES









http://www.youtube.com/watch?v=VKlTx6o5Gt0&t=167

DIGITAL “NATIVES”

. are quick at adapting to new technology

. trust technology and do not question media

. are perceived as experts by adults and their parents



THE “FARMOR™ EFFECT

Ay 7 FarmorQy (i)

Skat. Hvad var det for
nogle abs. Du sagde til
farfar’; han skulle hente.

Var det noget med :/en Everyone around them perceive them
faesbuk og snapsjot kan as experts - so can or should we
simpelthen ikke huske teach them anything?

det. Elsker dig

skattepige

Ensagram eller hvad det
hed



DIGITAL “NATIVES”

. are quick at adapting new technology

. trust technology and do not question media

. are perceived as experts by adults and their parents

.. born in the 00s



FINANCIALLY TRRESPONSIBLE



MOM! CAN T BORROW MONEY FOR A VPN SERVICE
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SNAPCHAT TERMS & CONDITIONS

For all Services [...], you grant Snapchat a worldwide, royalty-free, sublicensable,
and transferable license to host, store, use, display, reproduce, modify, adapt,
edit, publish, and distribute that content. |[...]|

Log out

Because Live, Local, and any other crowd-sourced Services are inherently public

We've updated our Terms of

and chronicle matters of public interest, the license you grant us for content Service and Privacy Policy
submitted to those Services is broader. In addition to the rights you grant us in Please read both! That's the only way to make
. . . . sure you know about changes that may be
connection with other Services, you also grant us a perpetual license to create important to you. But to get you going, here
. . s . . are a few of the changes you'll find:
derivative works from, promote, exhibit, broadcast, syndicate, publicly perform, - We've reorganized and rewritten our ferms and

and publicly display content [...] in any form and in any and all media or rivacy pa ey malsa theriaemieric
distribution methods (now known or later developed). To the extent it's ol e Visho T oihar Sreponaior Voo Gan
necessary, you also grant Snapchat and our business partners the unrestricted, e e o Tnop

purchases.

worldwide, perpetual right and license to use your name, likeness, and voice |...]

By tapping Accept, you agree to the Terms of Service and
Privacy Palicy.

ACCEPT
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APPS AND SERVICES VIA FACEBOOK

App Settings
Logged in with Facebook Search apps

On Facebook, your name, profile picture, cover photo, gender, networks, username and user ID are always publicly available to
both people and apps. Learn why. Apps also have access to your Friends list and any information that you choose to make public.
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https://docs.google.com/file/d/0B2hQZ5yz_Dw4NGdZRWx2a1hJS3c/preview

ﬁ iMovie

App visibility © & Only me +

This setting controls who on Facebook can see that you use
this app. Learn More

INFO YOU PROVIDE TO THIS APP:

Public profile (required)

Relationships (required)
Your relationship status.

Relationship interests (required)
Your relationship details.

Date of birth (required)
B May

Chat status
Your online presence.

Mnatas (raciiiradl

App Privacy Policy - Remove App - Report App Cancel

Save

ﬁ iMovie
Notes (required)
Your notes.

Work history (required)

Status updates (required)
Your status updates.

Education history (required)

Events (required)
Your events.

Groups (required)
Your groups.

Home town (required)
Your home town.

Interests (required)
Your interests.

App Privacy Policy - Remove App - Report App

conee




”g iMovie

Current city (required)

Photos (required)
FPhotos uploaded by you (8), photos you're tagged in (1)

Religious and political views (required)
Your religious and political views.

Videos (required)
Your videos.

Website (required)

Personal description (required)
About you.

Likes (required)
DR1, Bevar Amager Feelled and 225 others

Email address (required)

App Privacy Policy + Remove App - Report App Cancel

Save

ﬁ iMovie

Friends list (reguired)
Julia Anders 1and 363 others
Your friends' relationships (required)

Friends' relationship statuses.

Your friends' relationship interests (required)
Friends' relationship details.

Your friends' birthdays (required)
Friends' birthdays.

Your friends' chat statuses
Friends' online presence.

Your friends' notes (required)
MNotes shared with you.

Your friends' work histories (required)
Friends' work histories.

App Privacy Policy + Remove App - Report App

Cancel

Save




’ﬁ iMovie

Your friends' status updates (required)
Status updates shared with you.

Your friends' education histories (required)
Friends' education histories.

Your friends' events (required)
Events shared with you.

Your friends' groups (required)
Friends' groups.

Your friends' hometowns (required)
Friends' hometowns.

Your friends' interests (required)
Friends' interests.

Your friends' current cities (required)
Friends' locations.

MApp Privacy Policy + Remove App - Report App

caes

aﬁ iMovie

Your friends' photos (required)
Photos shared with you.

Your friends' religious and political views (required)
Friends' religious and political views.

Your friends' videos (reguired)
Videos shared with you.

Your friends' websites (required)
Friends' websites.

Your friends' personal description (required)
Friends' descriptions.

Your friends' likes (required)
Friends' likes.

THIS APP CAN:

Motifications are off for all apps Turn on notifications

App Privacy Policy + Remove App - Report App Cancel Save




.. AND YOU WONDER WHY TEENAGER
MIGHT DEVELOP TRUST-ISSUES!



50 WHAT SHOULD WE TEACH THEM!

When you're on facebook and you forgot to tape

1. If you are not payin ou ma
y Paying y y your webcam

be the product that 1is sold

2. If terms and conditions are too
long to read, you should read
them

3. Never believe what strangers on
the Internet tell you

4. Use protection (!!)

oh, hi mark.



PRIVACY IN SOFTWARE



HTTPS* A Facebook message will be encrypted

from your device to Facebook’s server.

But it is not encrypted on Facebook’s
server.

This 1s secure, but is it private?

*DISCLAIMER: They #*might* be a later time on this track, where someone will claim that HTTPS 1is actually
insecure. Terrifying. But for now, you do not know this. Apologizes for spoilers.



LF PRIVACY IS
DERIVED FROM SOCIAL
CONCEPTS. ..




INFORMATIONAL

INEQUALLTY




CREATE A BALANCE BETWEEN YOU AND YOUR USERS




INFORMATIONAL

INJUSTLCE




NOBODY LIKES A SNITCH(!)




INFORMATIONAL

DECAY




SHOULD WE ALWAYS SAVE DATA, JUST

BECAUSE WE (AN



.. TTWAS ON SALE!"

$1,000,000.00 hard drive cost per gigabyte (USD)
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ARE CURRENT STANDARDS
PRIVACY PRESERVING!



- Remember everything Let users set a “timeout” on data

- Make long and inhuman terms

and conditions If you need a lawyer to make your
terms and conditions, they are
- “Ask for forgiveness, not already too complicated

permission”
Do not ask for data that you don’t

need - If you need to save data,
can you save it encrypted?

.. but think about your solution!




[HANK YOU!



